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In 2001, eight years ago Data State Inspectorate was established. While writing this
report, | listed through the first Annual Report Dta State Inspectorate that mainly was
devoted to the establishment of the Inspectorate and ensuring its functions. Meanwhile
there have been major changes in Latvia that have also impacted the personal data
protection issues; both Latvia joining the Eapean Union, as well as the Schengen Zone,
and also the globalization processes that have fostered data processing within the world
wide web. However, the complaints that Data State Inspectorate is receiving still indicate
that the typical violations oftte Personal Data Protection Law are related to data processing
without proper legal grounds, data processing violating the principle of the proportionality,
inadequate amount of data processed for different purposes, as well as violation of data
a dzo 2@E Qa

Theconsequencesf the globalisation have been clearly and plainly felt during the 8
year of Data State Inspectorate. As the cornerstone of the rapid global changes has been the
growth of the information technologies. In turn it fostered the e@éypment of business
activities as well as the information exchange, not merely on the national and international
level, but also globally. Can anyone imagine the daily life in Latvia without the mobile
telephones, without the Internet, payments with thewbkcards andredit card® Today one
can carry out many and different activities quickly even not leaving his/ her house. Yet this
comfort has its other side that relates to data security and legal aspects of personal data
protection. Due to the technolo@ | £ 2 LIL2 NlidzyAGAS&a | LISNE2Y S
LINA Yy 0 &Q S Jbvslre of/tBatl Fod iSskayicd, one does this when carrying out the
activities on the Internet as well as by using other communication channelsgefimdtely
when paying oline with bankcards. But the footprints are also left when one simply walks
on the street as the information obtained within the process of the vidaoveillanceallows
determining where an individual has been at the certain period of time. The probsas in
the aspect that these footprints can be endlessly combined once adequate technologies are
used. This creates a situation when a person can use, publish the information obtained
about another person and thus also create a loss regarding another medsst for an
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example, in the U.S.A. the number of offences regarding the identity theft within the last
years has increased radically and it creates expense both to an individual and to the state.
This issue is important in Latvia as well and not jugtiwithe virtual environment but daily
when an individual indentifies himself/ herself as another individual, by naming personal
data of another person thus, for example, trying to avoid the administrative liability.

The year 2008 for Data State Inspecteravas significant due to several reasons but
2yS 2F GKS Y2480 aA3ayAFAOIy(d | OKASGSYSyiGa A:
2y S5FaGF {dFdS LyalLlSOd2Nr GS¢ 8t#us of Date? SiziteR Sy
Inspectoratein compliance withhe requirements of the Directive 95/46/EC.

| would like to express my gratitude to the people who have contacted our office
within this year and helped Data State Inspectorate to prevent data protection breaches as
well as provided their suggestions regeugl the effective implementation of the functions of
Data State Inspectorate. Once evaluating these eight years since Data State Inspectorate has
been established, | can assuredly say that personal data protection is a dys@meiethat
changes and develLJa > (G Kdza L OFy QG S@Sy AYF3IAAYyS (GKS
after next eight years. However, it is a pleasure for me to know that the inhabitants of Latvia
have become more active regarding the protection of their rights, especially regatung t
protection of their personal data and | hope that also in 2009 Data State Inspectorate will be
able to implement the main goal of the Inspectorate mentioned in our OperatiSirakegy
¢ to protect the privacy of individuals regarding the protection pgrsonal data and to
promote the access by individuals to the information that is at disposal of state and local

government institutions.

Director of Data State Inspectorate {A3AYS tEftnYAZL
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1. Basic Functions and Obligations

Data State InspectoraténereinaftercDSI) is a state administration authority that is
subordinate to the Ministry of Justice and the work of DSI is regulated by Cabinet of
aAyYAAOGSNE wS3dzZ I dA2ya b2d nny 2F Hy b2@SYo6
The structure of Dia State Inspectorate and the organisation of its work are determined by
the Regulations of Data State Inspectorate (the Regulations can be found on the website of

DSI¢ http://www.dvi.gov.lv) that was revised and appved in 2007.

DSI commenced its work in 2001, and its functions are determined within the
Personal Data Protection Law, the Electronic Documents Law, the Freedom of Information
Law, the Electronic Communications Law andLltaeron Information Society Serses.

DSI acts independently regarding its work and the decision related to the supervision
of Personal Data Protection Law. The decisions taken by DSI may only be appealed to court.

Obligations of DSI regarding the personal data protection:

1) to ensure hhat the processing of personal data in Latvia is performed in compliance
with the requirements of the Personal Data Protection Law;

2) to take decisions and consider the complaints that relate to personal data
protection;

3) to register personal data pcessing and personal data protection officers;

4) to propose and carry out actions that are aimed at more efficient personal data
protection and to issue opinions on the compliance of personal data processing systems
developed by state and local governmanstitutions with the requirements of laws and
regulations;

5) in cooperation with the Directorate General of Latvia State Archives, to take
decisions on the transfer of personal data processing systems to state archives for
storage;

6) to accredit persons who want to carry out audits of personal data processing
systems of state and local governmenstitutions in accordance with the procedure

determined by the Cabinet of Ministers.

5 \
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Obligations of DSI regarding the electronicdments are:

1) to accredit certification service provideis accordance with theprinciple of
voluntary accreditation;

2) to verify ifthe secure certification service providers compligh the regulations on
the provision of certification services;

3) to establish a list of experts who have the right to carry out security teéts
information systems, equipment and procedures used to provide certification services;

4) to monitor that the electronic signature control data and time stamp registers of
qualified certificates issued, cancelled, suspended and renewed by reliable certification
service providers are continuously availableliore.

The obligation of DSI regarding the freedom of information is to supervise the
compliance with the Feredom of Information Law in accordance with the procedure set out
in the legal acts.

Regarding the electronic communications, the obligation of DSI is to supervise
personal data protection regarding electronic communications and since 2008 DSI is
summarigng the statistic information regarding the information requests of the law
enforcement institutions to receive retention data and regarding the issuance of retention
data, as well as the obligation to submit the statistical information to the European
Conmmission.

Since 1 June 2007 the obligation of DSI regarding the information society services is to
supervise prohibition observation regarding sending the unsolicited commercial
communications.

According to the international legal acts it is the obligata DSI to get involved in and
provide its support to the working parties, plenary sessions and joint supervisory institutions
regarding personal data protection issues. In 2008 the obligation of DSI experts was to
represent Latvia by participating at tHeirective 95/46/EC Article 29 Working Party, Joint
Supervisory Authority of Schengen, Joint Supervisory Body of Customs, Eurodac Supervision
Coordination Group, Joint Supervisory Body of Europol and Appeals Committee, as well as at
plenaryof the Consultive Committee of the Convention for the Protection of Individuals
with regard to Automatic Processing of Personal Data of the Council of Europe. The tasks of
DSI experts at these international activities is to participate by sharing opinions and taking
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part in elaboration of working documents, to provide information regarding the current
issues in Latvia and to carry out national investigations according to unified methodology
thus solving pending issues of the European Union and ensuring full implenoentdtthe

personal data protection principles and the protection of individual rights.

Priorities of DSI in the year 2008:

1. Supervisioractivitieswithin the Schengen information system,;
2. Activities related to thendependencestatus of DSI;
3. Estallishment of the personal data protection officer;

4. Elaboration ofecommendationsn the field of personal data protection.

7 \Y
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2. Activities related toHaboration of Legal Acts andPolicy Documents

In order to ensure the compliance of the legal adtd atvia with theEuropeanJnion
requirements related to personal data protection principles, DSI elaborated drafts of 5 legal
acts in 2008. Regarding the application of personal data protection regulations, DSI
elaborated 120 opinions regarding the drafté legal acts and policy documents. A major
part of those constituted the issued opinions regardinggrnationallegal acts and contracts
as well as the issued opinions to state institutions regarding the interpretation and

application of the Personal BaProtection Law regarding different sectors.

2.1. Drafts of theegal acts elaborated in 2008:

Drafts of the legal acts and the Cabinet of Ministers regulations elaborated in 2008:

e Law on Data State Inspectorate;
e Amendments to the Electronic Documeravi;
e [ a! YSYRYSyila G2 GKS [l 6 ahy {dGF0GS ¢IE
¢ Amendments to the Cabinet of MinisteRegulationf 19 December 2006 N0.1062

GwS3Adzt FdAz2ya 2y adGrdisS GFE NBIIFNRAy3a SEGS
e Regulations regarding the conditis for the contract on transferring personal data

to the countries that do not ensure adequate data protection level that corresponds

to the level of personal data protection that iis force in Latvia (the work on this

draft continued also in 2009).

2.2. Briefdescription of the drafts legal acts

Law on Data State Inspectorate

In 2008 the draft Law on Data State Inspectorate was elaborated. The draft law
determines the legastatusof DSI, its functions and tasks, as well as the order on how DSI
carries out its functions and tasks determined by the law in order to implement fully the
protection of the privacy of individuals regarding the personal data, the legal status of DSI
determined in this draft lawforeseesthat DSI is an independent institutiordt is not
directly subordinate to the Cabinet of Ministers.

8
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Considering the economic situation of Latvia, at the end of 2008 the draft law was re
drafted based on the necessity to evaluate the possibility of Data State Inspectorate as an
independent instution to ensure implementing its functions. In 2009 tharmonisation
and progression for the adoption of this draft law would be ensured in the order determined
by the legal acts.

The draft law has been elaborated taking into account the following cereidns.

The Article 28 of the Directive 95/46/EC of the European Parliament and of the Council of 24
hOG20SNJ mdppp dhy GKS LINRPGOGSOGAZ2Y 2F AYRAODAR
RFGF FTYyR 2y GKS FTNBS Y20SYSyd 2F adzOK RIFOI €

1) this supervision authority shall act with complete independence in
exercising the functions entrusted td; this institution should not be functionally
subordinated to thegovernment

2) this authority shall be endowed with investigative powers, suchasgers of
access to data forming the subjectatter of processing operations and powers to
collect all the information necessary for the performance of its supervisory duties;

3) effective powers of intervention, such as, for example, that of delivering
opinions before processing operations are carried out, in accordance with Article 20,
and ensuring appropriate publication of such opinions, of ordering the blocking,
erasure or destruction of data, of imposing a temporary or definitive ban on
processing, owarning or admonishing the controller, or that of referring the matter
to national parliaments or other political institutions;

4) the power to engage in legal proceedings where the national provisions
adopted pursuant to this Directive have been violatadio bring these violations to
the attention of the judicial authorities.

Considering that Data State Inspectorate is under the supervision o the Ministry of
Justice, the EuropearCommissionacknowledged that Latvia has not ensured the
implementation of the Article 28 of the Directive 95/46/EC regarding the functional
independence of the personal data protection institution. On-2Z21 March 2004
Mr.F.Bolkestein, former Internal Mark€ommissioneof the EuropearCommissionduring
his visit in Latvia indated that there is no confidence that thedependenceof DSI is fully

9
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ensured. During thenegotiations on 28 May 2003 with the officials of the General
Directorate of the Internal Market, it was recommended to ensure the complete
independenceof the per®nal data protection institution in accordance with tlaequis
Furthermore, within the recommendations of the Schengen evaluation visit experts, it is
indicated that Latvia has to strengthen the independence of personal data supervision
institution.

On 18May 2005 the Cabinet of Ministers of Latvia approved the Conception on the
Regulation of theStatusof Independent Institutions where it is indicated that Data State
Inspectorate should be taken out of the subordination system of the Cabinet of Ministers.

On 16 October 2006 the Constitutional Court in its judgment regarding the case
N0.200605n M G hy GKS | NIA Ot SeighZ 2 yRIY 81 HMWIRLIK A ¥ BE 2
wlkERA2 YR ¢StS@Arairzyé O2YLIX Al YOS gAltke GKS
wSLIdzot AO 2F [lUGOAlL ¢ LRAYy(Ga 2dzi GKIG y26F RIE
of law, it is not possible to hand over all the functions of executive power to the Cabinet of
Ministers and its subordinate state institutions and specifatesadministrationspherecan
be taken out from the competence of the Cabinet of Ministers ttadsferred delegated to
an independent state administration institutioim casethe subordinate institution to the
Cabinet of Ministers would not be able tensure the adequate management of this
function.

Additionally to the above mentioned, one of the main tasks of DSI is to control
whether the state institutions, especially the state administration institutions comply with
data protection principles, and vem necessary to provide the binding instructions in order
to forestall theinfringementsP ¢ Kdza | & A 0 dzl (O A dsysubdrdindtg’to thel K S
2yS (KIG akKz2dzZ R 0SS 02y i NRI dabtbe shbbrdinae to the RY A .
Cabinet of Mmisters.

If DSI is a state administration institution that is subordinate to the Cabinet of
Ministers then it is not possible to ensure fully the implementation of the Article 96 of the
Constitution regarding the personal data protection. The Constituti@aurt has indicated
that the Parliament (Saeima) can establish an independent state institution in the cases
when it is required for the implementation of other constitutional norms. Thus in the
democratic country that is subject to the rule of law thaseno other way to ensure the

10 ‘)
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adequate supervision in the field of personal data protection than merely the independent
state administration institution. Furthermore, DSI being outside the framework of the
Cabinet of Ministers subordination is in complianwith the Constitution and DSI should be
transformed to independent institution that would not be subordinate to the Cabinet of

Ministers.
DraftlF 4 a! YSYRYSyGa (2 GKS 9t SOGNRYAC

¢KS I NIAOES wmm aS02yR LI NIENG LIKIF EOX & dfaydR
foresees that the state tax should be paid for the accreditation of the reliable certification
service provider and the renewal of this accreditation. The Cabinet of Ministers of the
Republic of Latvia determines the amount of the staires. The regulations of the Cabinet
of Ministers on the amount of state taxes are being issued based on the corresponding
delegacy determined in special laws that relate to the area where the state tax should be
collected. Considering the above mentiahehe Article 10 of the Electronic Documents Law
was supplemented with the second chapter that foresees a delegacy to the Cabinet of
Ministers to determine the amount and the order of payment for the accreditation of the
I SNIATFAOI (A 2Y cdrefitddon addSAcdreNiBation FeGeNaD state!tax.

¢KS RN}FOG ¢ a! YSYRYSyGa (2 GKS 9t SOUN

Parliament (Saeima) on the first reading (4 June 2009).
DraftlF ¢ &! YSYRYSy&Ga G2 G4KS [Fg ahy {GlF

The draft lav was elaborated with the purpose to specify the objects of the state tax
I OO2NRAY3 (2 GKS flFg a! YSYRYSyGua G2 G4KS tS
(in force since 1 September 2007), thus determining that the state tax should be paid for the
notification of the personal data processing or for the amendments to the notification
determined by the Personal Data Protection Law.

¢KS fl¢ a! YSYRYSyGa G2 GKS [Fe 2y {0 0

Saeima on 11 December 2008 and came into forcé danuary 2009.

11 ‘)
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DraftRegulatios2 ¥ G KS / Fo0AySdG 2F aAyAadSNBR &'y
aAyYAaUSNA NBIdzA dAzyda 2F mp 5SOSYOSNI Hnnc
I OONBRAGIGA2Y 2F (GKS 9EGSNYIf ! dzRA G2 NA
The draft of this regulation was elaborated with the purpose to specify the
terminology used within the Cabinet of Ministers Regulations according to the law of 1
al NOK Amandmentsitdl KS t SNAR2Y It 5FdF tNRGSOGAZ2Y [
2007), bycroa Ay 3 2dzi GKS g2NR daedaidSyeé o6F O0O2NRAY:
Cabinet of Ministers regulations

The draft regulations of the Cabinet of Ministers were adopted on 25 August 2008.

Draft Regulatiors2 ¥ G KS [/ F0AySG 2F aithexcnia&bd d ¢ K¢
transferring personal data to the countries that do not ensure adequate personal data
protection level that corresponds to the Ievel,of,personal data protection thatnsforcein
[ FOGQOALl €

5N} F& 2F GKS [/ I oAy Sidhexanditiarss yoh thalcBrittdict ow S 3 dzt
transferring personal data to the countries that do not ensure adequate personal data
protection level that corresponds to the level of personal data protection that iercein
[ FGOALF &€  O6cKpgolel)Awas ElabGited with the purpose to determine clear
provisions in what way and on what conditions it would permitted to transfer the
personal data to other countries considering the growing interest of the controllers (natural
and legal persons, state or localvgonment institution that determine the purposes of
personal data processing and the means of data processing, as well as are responsible for
the personal data processing according to the Personal Data Protection Law) on personal
data transfer to other comtries and their responsibility regarding the further processing of
the transferred data.

The clause 4 of the Article 28 of the Personal Data Protection fasgeesthe
issuing of the above mentioned regulations, that determine the obligation of thercleit
and personal data receiver to sign a contract on personal data transfer to other countries
that do not ensure the level of personal data protection corresponding to the level of
personal data protection that is in force in Latvia.

The project detemines the mandatory information that should be included in the
contract regarding the purpose of personal data transfer, categories of data subjects, types

12 ‘)
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of personal data, rights and duties of the controller, personal data receiver and the data
subject,that relate to the personal data processing and protection in order for the controller
to ensure such a personal data processing that would correspond to the level of personal
data protection that is in force in Latvia. The second paragraph of the Ag&lef the
Personal Data Protection Law determines that the controller undertakes to carry out
supervision regarding the data protection activities once transferring the data to other
countries that do not ensure adequate personal data protection level wwtld correspond

to the corresponding data protection level that is in force in Latvia. The chapter four of the
Article 28 of the Personal Data Protection Law and project would implement the Directive
95/46/EC of the European Parliament and of the Couati4 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free
movement of such data (hereinaftey Directive 95/46/EC) point 2 of the Article 26, that
determine that a Member State may authorize a triarsor a set of transfers of personal
data to a third country which does not ensure an adequate level of protection within the
meaning of Article 25 (2), where the controller adduces adequate safeguards with respect to
the protection of the privacy and fulamental rights and freedoms of individuals and as
regards the exercise of the corresponding rights; such safeguards may in particular result
from appropriate contractual clauses. According to the point 4 of Article 26 of the Directive
95/46/EC, where th&€€Commission decides, in accordance with the procedure referred to in
Article 31 (2), that certain standard contractual clauses offer sufficient safeguards as
required by paragraph 2, Member States shall take the necessary measures to comply with
the Commis®n's decision. Thus the Europe@ommissiorhas adopted the decision of 15
June 2001 No0.2001/497/EC on standard contractual clauses for the transfer of personal data
to third countries according to the Directive 95/46/EC and the decision of 27 December 20
No. 2002/16/EC on standard contractual clauses for the transfer of personal data to
processors established in third countries according to the Directive 95/46/EC, and the
Decision of 27 December 2004 No0.2004/915/&8ending Decision 2001/497/EC as net3a

the introduction of an alternative set of standard contractual clauses for the transfer of
personal data to third countriesThe above mentioned desions of the European
Commission determine the conditions and the samples for the transfer of persaialto

the countries that do not ensure the level of data protection that corresponds to the one

13 ‘)
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determined within the Directive 95/46/EC. Thus at the same time the draft of the Cabinet of
Ministers regulation would implement the duty of the member stdtermined byclause 4
of the Article 26of Directive 95/46/EC.

Within the harmonisation stage of this draft regulation, despite the fact that the
{IFSAYlI o6& FTR2LIWAy3 GKS fl g a! YSYRYSyGa (2
since 01.09.2008) supped the determination of the requirements for the contracts
concerning all the sectors, it wasncludedthat there should be exemptions determined for
the application of the above mentioned draft of the Cabinet of Ministers regarding the
criminal law ad the sphere of national security. According to the information provided by
the Ministry of Interior, practically all the cooperation with other countries regarding the
national security and criminal law takes place based on the information exchange thighin
International Criminal Police Organization (Interpol) (that covers both the countries that
ensure adequate level of personal data protection and those where the adequate personal
data protection is not ensured) and by using the Liaison officers thars those countries
that do not ensure adequate level of personal data protection and it is being implemented
based on bilateral agreementoncludedbetween the countries. Within the International
Criminal Police Organization (Interpol) countries operéiased on its Constitution that
foresees anindependent commission that supervises the compliance of personal data
processing with the regulations of this organisation.

Considering the above mentioned that within the framework of the international
coopemation regarding the national security and within tsphereof criminal law there are
other specific legal acts, bilateral or multilateral agreements with third countries and
international organisations applied regarding personal data transfer to othentces that
regulate this sphere furthermore personal data protection is ensured in the order
determined by the above mentioned legal acts, therefore there is no neeseparately
determine the form of personal data transfer within the framework of tinéernational
cooperation regarding the area of national security and criminal law.

Taking into the account the information above, in 2009 it is foreseen to draft the
amendments to the Personal Data Protection Law that would determine the exemptions

regardng the currently determined mandatory requirements for the contract in case

14 ‘)
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personal data ardransferredto the countries that do not ensure adequate personal data

protection.
2.3. Theopinions issued by D$&gardingthe drafts of the legal acts in 2G8)

In 2008 DSI elaborated around 120 opinions regarding the draft laws, Cabinet of
Ministers regulations, international legal acts and drafts of the agreements, as well as
opinions to the institutions on the interpretation and application of the Persdbata
Protection Law in the specific situations.

In 2008 DSI elaborated, for instance, the opinions on the following legal acts:

e [s ¢! YSYRYSyGa (G2 GKS tSNBR2YFE 5F 4l t
e 5NIFid 1 g €! YSYRYSyilGa (G2 /2RSS 2F ! RYA)
e Drétf I ¢ Mahdy Saunderingnd Terrorism FinancitgNBE @Sy G A2y | Oi

In 2008 for instance DSI provided it opinions on the following draft regulations of the
Cabinet of Ministers:

¢ Regulations on maintenance and usage of the automated fingerprint idextidic
system (AFIS);

e t NP2SO0 £/ 2y0OSLIiA2Yy 2F 9t SOUNRYAO LRSYyUGA

e Order on Elaboration, Updating and Maintenance of the Register for the Patients
| F Ay3 5SFAYALS 5AaSlasSasT

e ! YSYRYSyGa G2 GKS /J/IFoAySh 2F aAyioaidSNE
Organisation ofVholesald Yy R wS{dF Af ¢N}I RSET

e Regulations on Internal Order of th®dgemeniCentre;

e Regulations on the Form and Content of the blank on information exchange for the
prevention, disclosure and investigation of offences and for the piavisf answers
regarding the requested information;

e On the Consolidated text of the Instruction of the Council Draft Decisidbuoopean

Police Bureau (Europol);

15 ‘)

DATU VALSTS INSPEKCUA



Annual Report 2008
Data State Inspectorate

e On the Proposal of the European Council of 14 November 2007 regarding the Council
Regulationsetting up a Community regime for the control of duask items and

technology export
2.4. Brief description of the Opinions Provided for the Legal Acts

Draftf 6 a! YSYRYSGKSEat SNE2Y I S5F41 t NRAQ

The draft law was elaborated by the Lé@ommissiorof the Parliament(Saeima).
¢KS RNITFG fl g o1& StlFro2NFGSR NBIFNRAYy3I (KS
¢ ESa YR CSSaésppenentBSE ISHIAYAS G ¢/ 2y TAI
section 2.1, thaforbidsthe employee whadministers the taxes to make known to the tax
LI @SN GKS S@LtdzZ A2y StFo62NrGiSR o0& GKS I E
regarding the risks of the income in cases when such an action might restrict the
implementation of functions determinely the legal acts regarding the tax administration.

DSI was requested to provide the opinion regarding the draft law mentioned above.
In its opinion DSI indicated that such exceptionis permitted by the Directive 95/46/EC of
the European Parliament andf the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such
data ¢ the sub pointe) of the Article 13 point 1 determines that Member States may adopt
legislative measws to restrict the scope of the obligations and rights regarding the
information provision both in cases when the data are obtained from the data subject and
when the data are not obtained from the data subject, if such a restriction is a necessary
safeguad for an important economic or financial interest of a Member State or of the
European Union, including monetary, budgetary and taxation matters.

¢ KS Prmeadméntsi2 GKS t SNE2YIFf 5141 t NRGSOGA:
the Saeima on 21 February 2088d proclaimed on 5 March 2008.

DraftlF 4 &! YSYRYSyGa (2 GKS /2RS 2F ! RYAYAA

This draft law was elaborated by the Ministry of Interior. It was elaborated with the
purpose toforeseea regulation within the legal acts regardirthe mechanism for tracing

the location where a person is residing, as well as for finding out the place where the goods

16 ‘)
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or documents are located in order to carry out the purpose determined within the
administrative case. The draft law foresaw to detemmithe cases when it would be
acceptable toenter into an information system information on persons, goods and
documents, thus it would be feasible to share the information among those state officials
who would have the access right to the messageteredinto the system in order to check
the persons, goods or documents that have gotten in their view while carrying out their
official duties.

Data State Inspectorate indicated that according to the Article Réragraph 1,
Jause 2 of the Personal Data Protien Law, personal data processing is quiymitted for
the specified purpose and in the amount that is necessary. Thus in order to carry out
personal data processing, there should be a specific and clearly determined purpose why the
processing of persal data is necessary and the justification that the purpose indicated
OFryQiét ©6S NBIOKSR 20KSNBAAS o0& LINROSaaiy3d |
processing the personal data at all, or by processing it differently. Thereby the personal data
processing should be considered by its purpose, by evaluating the proportionality between
thenecessityi 2 LINRP OSaa LISNBR2yIlFf RFEGF FyR RIFGF &dzo
In turn the purpose of personal data processing and the way on how the peiigoos results
would be achieved has to be objectively justified. That was not indicated in the draft law
elaborated. Therefore DSI rejected this draft law since it did not indicate the purpose of
personal data processing, as well as did not provide theablje argumentation on how to
achieve the purpose with the means selected, personal data processing should not be
permitted and in such cases it is illegal. Additionally Data State Inspectorate indicated that
according to the Article 12 of the Personalt®®rotection Law, personal data that relate to
the commitment of criminal offences, criminal record and infringements within
administrative cases as well as regarding the adjudication or materials of the court cases
should be processed only by those persaletermined by law and in cases determined by
law. Furthermore the draft law foresaw to delegate the Cabinet of Ministers to adopt
regulation that would determine the amount of information, tlegumentationwhy the
information should be included therend its purpose, the order omnsertion usage and
erasure, and the institutions that would have the access to the information entered into the
system, as well as the actions to be taken when it is concluded that the persons, goods or

17 ‘)
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documents regarding wdm the information isentered into this system is in the
contradictian to the Article 12, Article 10,dPagraph one and two, Article, Paragraph 3 of
the Personal Data Protection Law.

[F 6 a! YSYRYSyida G2 /2RS 27F | RY MpgdidthieNd G A ¢
Saeima on 8 April 2009, not taking into the account the objections of Data State Inspectorate

and was proclaimed on 29 April 2009.
Draftf | ¢ Mahéy Eaunderingand Terrorism Financing NS @Sy G A2y | Ol ¢

The draftf | ¢ Blohéy $aunderingind Terrorism Financing NS @Sy GA2y 1| O
elaborated by the Financial and Capital Market Commission. This draft law was elaborated,
in order to implement theDirective 2005/60/EC of the European Parliament and of the
Council of 26 October 2005 on the pretien of the use of the financial system for the
purpose of money laundering and terrorist financing and the Directive 2006/70/EC of the
European Parliament and of the Counof 1 August 2006 laying down implementing
measures for Directive 2005/60/E& S 3| NRa (G KS RSFAYAlGA2Yy 27F
and the technical criteria for simplified customer due diligence procedures and for
exemption on grounds of a financial activity conducted on an occasional or very limited
basis.

The Article 41 of thalraft law foresaw the processing of personal data. Data State
Inspectorate indicated that the wording of this Article did not correspond to the Article 9
paragraph 2 of the Directive 2005/60/EC in order to petmit the usage of financial system
for the money laundering and terrorist financing, considering the ArticlePdragrapione,

Jause 2of the Personal Data Protection Law. As well as the wording used in the Article 41 of
the draft law, based on the Article 9 clause 2 of the Directive 2005/60/6€s ot
correspond to the Directive 95/46/EC. The Articled@use 1 of the Directive 95/46/EC
determines that personal data must be: a) processed fairly and lawfully; b) collected for
specified, explicit and legitimate purposes and not further processeti way incompatible

with those purposes; c¢) adequate, relevant and not excessive in relation to the purposes for
which they are collected and/or further processed.

¢CKS I NIAOES nm 2F (KS RNahdfTerrorfisin FinadeihdK S a
Preventon ® ¢ RAR y 20 RS Spesohajdsia piokeSsing Joabid didnvaukd 2 F
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be permitted. Thus Data State Inspectorate indicated that according to the Article 10, Clause
2 of the Personal Data Protection Law it should be indicated for what purpose, in what
amount and in which cases it is permisi& to process the personal data indicated in the
Article 41 of this draft law. Furthermore the draft law and its annotatiwhnot provide the
argumentation how the information at the disposal of the institutiomentioned in the
Article 41 and in what walf would be necessary to implement the functions mentioned in
the Article 17, 19 and 20 of this draft law, in order to achieve the purpose indicated in Article
2 of thisdraft law.

¢CKS g a¢KS aaddTerkorishIFidayidiGNB Sy G A2y | OG €
adopted in the Saeima on 17 July 2008, by partly taking into account the objections of Data

State Inspectorate and it was proclaimed on 20 July 2008.

¢tKS / e Ay Si 2% aAyAd TS N\gintmﬁaecmﬁglushggzgvé, G w
UKS [dz02YlIUSR FAYASNLINAYU ARSYUATA
The draft of the Cabinet of Ministers has been elaborated by the Ministry of Interior.
The draft of the Cabinet of Ministers was elaborated with the purpose to implement the
Gouncil Regulation N0.2725/2000 of 11 December 2000 concerning the establishment of
'‘Eurodac’ for the comparison of fingerprints for the effective application of the Dublin
Convention, that determine for each member statetake fingerprints of every apgtnt for
asylum and of every alien who is apprehended in connection with the irregular crossing of an
external border of a Member State or in connection with the illegal presence within its
territory, if they are at least 14 years of age. The fingerproftdhose persons shall be
transmitted for checking, for the purpose of comparison to the central unit of the system
G9dz2NPRIF O¢ Ay 2NRSN) (2 ARSYyGATFTe GKS | aéf dzy
for the examining an application for asylum. Thaftlregulation determines the order on
usage and the amount of the information to be entered in the automated fingerprint
identification system (AFIS).
The Paragraph8.1 of this draft regulation foresaw that every natural person would
be able to obtain dta from this system. According to the Article, Haragraplone, dause 2
of the PersonalData Protection Law, in order to protect the interests of the data subject,
personal data processing is allowed just according to the foreseen purpose and in the
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amount necessaryor it. The purpose of personal data processing in this draft regulation of
the Cabinet of Ministers derived from the Law tmmigration However, considering the
Law onlmmigrationand this draft regulation there was no argumentation whaduld be
the purpose for any natural person to obtain the data from this system. Taking into account
the above mentioned, Data State Inspectorate indicated thatRaeagraptB.1 of this draft
regulation is not in compliance with the personal data protetctiequirements determined
by the Personal Data Protection Law and should be deleted.

¢CKS /FToAYSh 2F aAyAadSNB NBIdA FadA2ya aw!
FdzG2YFGSR FAYASNILINAY(G ARSYUGATFTAOLIGAZ2Y aeais
proclaimed on 6 February 2009, by taking into account the objection of Data State

Inspectorate.
The Project of the Conception of the Electronic Identity Cards

The project of this conception was elaborated by the Secretariat of the Minister of
the SpeciaAssignments on Electronic Issues. The purpose of this conception is to introduce
a new identification document in Latvi@elD that would correspond to the ICAfandards
and to the requirements determined by the EU that would approve the identity of kh&ld& Q &
holder, inter alia in the electronic environment. The elD would also include the means
necessary for the secure-sggnature that is necessary for the electronic documents. Data
State Inspectorate indicated that the ArticleQause 3 of the Person@lata Protection Law
determines that personal data is any information that relates to identified or identifiable
person and Article Zlause 4 of this law determine that the processing of personal data is
any operation carried out regarding personal datagluding data collection, registration,
recording, storing, arrangement, transformation, utilisation, transfer, transmission and
dissemination, blockage or erasure. Therefore all the information to be included in the elD is
personal data and all the opeifahs carried out with these data are personal data
processing. Thus according to the Article P@ragraplone, Gause 2 of the Personal Data
Protection Law, in order to protect the interests of the data subject, personal data
processinghould be ensuredherely according for the foreseen purpose and in the amount

necessary.
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Taking into the account the information mentioned, Data State Inspectorate
indicated that elD should be used just for the identification of the persons as it derives from
the title of these cards and their purpose. Furthermore, information to be included in the
elD can be merely such that relates to and ensures the identification of the person, and it
should be used as:

1) a document that approves the idetytiof a person who is the ¢#en or nonrcitizen
of Latvia, a person who lives in Latvia,

2) a document for travelling once going abroad if it is foreseen at the international
agreements that are binding to theepublic ofLatvig

3) acarrierof the electronic signature.

It is foresen that the project would be considered at the State Secietameeting
in the middle 0f2009.

¢tKS /FTOoAYS 2T aAyAal
S3IA ¥

G i S NJEandMaidtefaince of ha dzf | G A
AaGSNJ F2NJ (KS

trGASyda | oAy 3
The purpose of draftegulaion of the Cabinet of Ministers is to establish a unified
database for the information on patients having definiiseasesand data from this system
would be used for the elaboration of statistical report of the health care sector, for scientific
and regarch purposes, and other cases. Besides that the information entered into those
registers ensures thestatistical information for the implementation of state program
(determined by the Cabinet of Ministers regulations of 18 December 2007 No0.882
GwS3IAad G2y GKS {G1FaGS {4 GAadGARaragraphdy T2 NOF [ HiAK
/[T NB {GFrdAadAaodaévs a ¢Sttt Fta GKS AYyOaSNYyLIl G
submission of the statistical information (information included in this registenbsngtted to
the World Health Organisation, tHeirectorateGeneral for Health and Consumer Protection
of the European Commission, and also to the European Union Statistical Bureau (Eurostat)).
The draft regulation would replace the Cabinet of Ministersutagions of 4 April 2006
b2dHco AG¢CKS hNRSNI 2y 9fF 02N GA2Y S ! LRI GAY S
Having Definitdiseases &
This draft regulation determined the amount of information to betered into the

register of patients having definitdiseasesas well as the way this information would be
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issued and terms of issuance, and additional requirements for personal data protection
regarding the information entered into this register. Thearagraphll of this draft
regulation foresaw that thegency would be able to identify the specific patient, as well as
the medical institution that has provided the information on the patienhc8iaccording to

the Article 10, Paragraph onelaGse 2 of the Personal Data Protection Law personal data
procesing can be carried out just for the foreseen purpose and in the amoeaoéssaryor
0KA& LlzN1}2 A4Sz KSNB I f #éghts régsrtNdy @&ai prodeksivg. Batad |
State Inspectorate indicated that it is necessary to clarify whotheasightsto identify the
patient ¢ is it all the personnel of the medical institution or just a specific employee of this
medical institution (doctor, etc.) who has provided the information on the patient. Here one
can see the vagueness regarding the order on hasvAhticle 11 would be implementeglin

case the employee (doctor) of the medical institution has the rights to identify the patient in
the register on whom the data have been submitted, would this employee have the right to
identify the patient also aftechanging the employer dhe medical institution.

Point 13 of the draft regulations foresaw that the information to be entered into the
register would be stored in paper format until tmomentwhen the information would be
electronically entered into thedata base register, but not longer than for a year. The
Paragraph6 of the draft regulations foresaw that the information would be included and
updated into the register in online regime. Considering the above mentioned, Data State
Inspectorate indicatedhat it is necessary talelete the words from theParagrappmo Y &G A Y
paper form till the moment when information is electronically entered into the database of
GKS NBIA&AGSNE odzi y24 f2y3ISNI GKFy | &SI NE
10, Paragraplone, dause 2 of the Personal Data Protection Law.

TheParagraphl4 of the draft regulation foresaw that the agency once every quarter
would compare the information to be entered into the register with the database of the
agency on death causehe Health Compulsory Insurance State Agepasticipantregister
and the Population Register of the Office of Citizenship and Migration Affairs.

Since the draft regulation did not indicate the rpose of data processing and its
argumentation according téhe Article 1Q Paragraplone, Qause 2 of the Person&ata

Protection Law, Data State Inspectorate pointed out that it is necessary to supplement the
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draft regulation with the purpose of persohdata processing and a way of the personal data

processing.
¢KS RNI TG NB3IdzE I GAz2y 2F (GKS /FoAySlh 2F a
wWSIAAGSNI F2NJ 0KS tIGASyda | @Ay3a 5STAYAGS

partially taking inb the account the objections of Data State Inspectorate.

The Cabinet of Ministers DraRegulationééAmendments to the Cabinet of Ministers
Regulationsof 31 August 1999 2 @ o@zrderéovn Qrganisation oWholesaleand Retail
¢ NI RSE

The draft regulation wa elaborated by the Ministry of Economics. The purpose of
the draft law was to introduce a certificate of the employgersonwithin the trade sector.

The draft regulation foresaw that the merchant would hand out a certificate for each
employee employed atthe trade sector where the name, surname, personal code or
working permit number of foreigners employed in Latvia would be indicated, as well as the
date and number of the contract of the employment awntractof enterprise, photo of the
employee, name fthe merchant, seal of the merchant.

Data State Inspectorate pointed out that the Articledause 3 of the Personal Data
Protection Law determines that personal data is any information that relates to the
identified or identifiable natural person. Accang to the Article 10Paragraptone, Qause 2
of the Personal Data Protection Law, personal data processing can only be carried out for the
foreseen purpose and in th@mountnecessary for it. Furthermore the identification code of
the person can only based in the cases determined according to the Articledfersonal
Data Protection Law. It was foreseen by the draft regulation that the merchants, according
to the interpretation of the Personal Data Protection Law, would have the assignment to
carry aut personal data processing according to tRaragraph2 of the draft project.
Therefore from the part of the legislator it is necessary to define the purpose of such
personal data processing and its necessity, why such a personal data processing should be
carried out.

According to the Article 6 of the Personal Data Processing Law every natural person
has theright for the protection of hidher personal data, thus the proportionality of such
personaldata processing should be evaluated against the rightshef natural persons on
the protection of personal data. The draft regulation and the explanatory note of the draft
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regulation did not include the information on the purpose of persodata processing,
according to theArticle 10, Paragraplone, Qause 2of the Personal data Protection Law.
Data State Inspectorate indicated that first of all it is necessary to indicate within the draft
regulation and within the annotation of this draft regulation the purpose of personal data
processing in order to providie evaluation of the draft regulation whether the personal
data processing would be unlawful, itdmpliance with the Personal data Protection Law,
otherwise personal data processing without initially determined and specific purpose is
unlawful. Additiondly to that Data State Inspectorate indicated that the draft regulation
does not clearly indicate the personal data receiversis not clear how the personal data
would be processed and who would have the rights to obtain the data.

The draft regulationg & | yy2dzyOSR Fd GKS {4GF4GS {SO
2008.
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3. Notification of Personal Data Processing and Registration of Personal
Data Protection Officers

Data State Inspectorate accepts the notifications of personal data psogesince 1
September 2007 DSI. IIAthe state and government institutions, natural and legal persons
who carry out or want to carry out personal data processing notify it to Data State
Inspectorate according the order determined by the Personal Data Protection La@08n 2
there were 898 personal data processing notifications registered and 41 amendments to the
personal data processing. According to tlause 6 of the Transitional Provisions of Personal
Data Protection Law, DSI issued an order regarding the excluspmrsufnal data processing
notifications from the Personal Data Processing Register whose registration was not
foreseen by the Personal Data Protection Law.

Considering the activities DSI has implemented and the changes regarding the
economical situation,ltere was an active notification of personal data processing in such
spheres as employmersterviceprovisions, tourism services, and hotel services. Due to the
active cooperation withthe State Employment Agency arlde Office of Citizenship and
Migration Afairs, these institutionslid not hand out the permissions or did not provide with
the access rights the entrepreneurs and local governments without presentation of personal
data processing notification certificate, thus local government institutions emgloyment
service agencies regularly submitténl DSI the notifications of personal data processing.
Prior to the registration of personal data processing, according to the annually determined
risk areas by DSI, the prioheckings opersonaldata procesingwere carried out regularly.

In 2008 the following areas were determined as the risk areas regarding the personal data

processing:

regarding the credit information on the data subject;

regarding the information or sexual health of the data subject;

on criminal or illegal delinquencies;

on such personal data processing when personal data is transferred outside the
EuropeanUnion to third countries.
In 2008 there were 435 priatheckingcarried out in the risk areas indicated above. As
the main problemswithin the prior checkingit was concluded that while processing the
personal data there was excessive amount of personal data processed and personal data
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was transferred to third persons without legal grounds. During the prior checking the
identified prdblems were solved. Considering this, each year DSI will continue to determine
the risk areas regarding personal data processing and will carry out the prior cheecking

There were more than 600 consultations provided to the personal gateessing
controllers both in the premises of DSI and by telephone regarding the changes of
notification of the personal data processing and on thenodification process, considering
that the controllers who had notified their personal data processing systems before the 1
September 2007 had the opportunity to notifyersonal data processing to Data State
Inspectorate free of charge till 1 March 2008 by submitting additional information in order
to ensure the information on personal data processing according to the new.obieing
this transition period 114 controllers notified their personal data processing.

In order to make the consultation process easier and to simplify the notification
process, there was a new subsection elaborated on the web page ofiDSK I yfcd S &
Noi AFAOFGA2YE OaLlI YIAgEEaA NBfAaAUGUNnOA2NnEéD GKS!
the changes on the notification of the personal data processifigr whom it is necessary to
notify personal data processing to Data State Inspectorate and inf@mation needs to be
submitted. The questions of the consultation time were summarised and the notification
guidelines were elaborated regarding the notification of personal data procegsiog the
application form should be filled out and the cheexisticexamples an@xplanations

DSI informed the mass media and the target groups regularly regarding the
amendments to Personal Data Protection Law and regarding the changes related to these
amendments to the notification process as well as regaydive edification and registration
of the personal data protection officer.

Amendmentsto the Personal Data Protection Law of 1 March 200resaw the
establishment of the institution of the personal data protection officer that is as an
alternative to the notification of the personal data processiQthose controllers that ensure
the edification of the personal data protection officer and registers him/ aeDSI may
choose to not notify the personal data processing. Personal data processing offier is
person who organises, controls and supervises the personal data processing of the controller

according to the requirements of the legislation. A natural person can be a personal data

! Information on the changes to the notification of the personal data processing on the web page bttpSwww.dvi.gov.lv/izmainas/
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protection officer if he/ she is capacitated, has the university edocadf jurisprudence,
information technologies or in a similar field and that person has donertieingaccording
to the Cabinet of Ministers regulations. The training and examination of the personal data
protection officers is the paid service of D&#tate Inspectorate. In order to implement the
order mentioned, the Cabinet of Ministers on 2 February 2008 approved the regulations
GhNRSNJ 2y GKS ¢NIAYAYy3d 2F GKS tSNER2YIf 51
personal data protectionofficers has been carried out by an entreprenewithin the
framework of the private; public partnership.

On 14 August 2008 DSI| organised its first personal data prote@ichT A OS NI
examination as well as handed out the first certificates of personal dat@giron officers.

In the year 2008 there were 4 controllers who registered their personal data protection
officers who had passed the examination of the personal data protection officers.

There are other countries of the European Union (for instance, @gtin, Germany)
who have introduced the institute of the personal data protection officer according to the

Directive 95/46/EC.
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4. Personal Data ProtectioSupervision Activities

DSl is implementing the supervision of the Personal Data Proteciaratcording to
the obligations determined by this Law, by the Administrative Procedures Lawhar@ode
of Administrative Violations of Latvia. By implementing these obligations DSI carries out the
investigations regarding the personal data processiegyues the administrative acts and
applies the administrative penalties regarding thersonaldata processing.

The investigations regarding the personal data processing are carried out by
implementing the mandate determined by the Personal Data Protectidttaw and the
Administrative Procedures Law requesting information,explanations presentation of
documents, attendance of non-residential premises where the personal data processing
takes place by requesting to check the personal data processing, té& aengcequipment or
information holder and assigning of expertise for the research of the investigated issue. In
order to implement its functions DSI cask for the external expertsthe employees of the
law enforcement institutions or other specialist©nce concluding thepersonal data
protection breach, DSI has the rights to adopt a decision on blocking, erasurgtant or
temporary ban of personal data processing, exclusion of the controller from the personal
data processing notification register, a®ll ascancelationof the certificate regarding the
notification of the personal data processing. DSI has the rights to impose the administrative
penalties, in the order determined by the Code of Administrative Violations of Latvia, when
it concludes thathere is unlawful personal data processing, the personal data processing or
amendments to it have not been notified to DSI, as well as in cases when the controller does
not provide the information to DSI or to the data subject. Thus DSI carries olligations
regarding ensuring of thdawfulness of personal data processing, including also the
facilitation of public information activities regarding personal data protection.

DSI carries out the investigations regarding the personal data processihgohoits
own initiative and upon the received complaints regarding the possible personal data
protection breaches. Considering that society has been more informed regarding the rights
to data protection, DSI carries out most of its investigations basedhencomplaints

regarding the possible personal data protection breaches.
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In 2008 DSI received around 140 written complaints regarding the possible personal
data protection breachesn comparison to the year 2007, the number of the complaints has
increagd for 15%. In 2008 the complaints received redateoth to the personal data
processing and the possible personal data protection breaches in the public and private
sector. However there are several personal data processing areas where there are
comparatvely more complaints received in DSI regarding the possible unlawful personal
data processing than in other areas. In 2008 these areas were publication of personal data
on theinternet, videosurveillance taking passport copies, personal data processarged
out by theproperty management, credit/ debt collection and transfer of the information on
the factual settlement of the credit/ debt liability the third persons. Mainly in these cases
it was concluded that personal data processing was carrigdndihout the legal grounds
and personal data was processed in the amount that exceeded the amount necessary for the
specific purpose.

Also the complaints submitted to DSI in 2007 were related to the probable
infringements in the areas mentioned above aeding the personal data processing, except
the publication of personal data in the internet as related to this issue the number of
complaints in 2008 when compared to the year 2007 has considerably increased. In 2008,
compared with the year 2007, the nurab of those cases has increased also considerably
when DSI concludedhat several natural persons carried out personal data processing
unlawfully, upon receiving the case materials from police. In such cge®sthe request of
the policemento identify oneself the person indicated the name, surname and personal
code or date of birth of another person in order to avoid the administrative liability
regarding thepossible infringementin 2008 regarding the investigations related to the
personal data proteevn breaches, DSI applied the administrative penalties regarding 28
cases; 22 fines and 6 warnings. In 6 cases when the information was not submitted to DSI
the fine was in the amount from 50 LS to 1000 Ls regarding the infringement (RA#kof
the Administrative Violations Code of Latvia). In two cases when the information was not
provided to the data subjecthe fine imposed was Ls 50 and Ls 250 (Ar@€ld® of the
Administrative Violations Code of Latvia).

Regardin@0 cases the warning was deteined asafine, also the fine imposed from
Ls 50 to Ls 600 regarding the unlawful personal data proceggpegsonal data processing
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without legal groundsind exceeding the amount of personal dgacessedhat would be
necessary to achieve the defiaipurpose Article 204’ of the Administrative Violations Code
of Latvia) and regarding the nootification of the personal data processing to QSticle
204 of the Administrative Violations Code of Latvia).

In comparison with the year 2007, in 2008 thmount of administrative sanctions
increased for 40%. In 2008 the number of those cases increased when DSI concluded that
there was administrative violation and DSI applied the warning and not dime 2007
regarding 10% cases the warnings have beenieglut in 2008; around 18% of cases.

A significant event regarding the personal data processing was the change regarding
the amount of the administrative fines in 2008. On 3 July 2008 the Saeima of the Republic of
Latvia adopted the amendments to thertisles 204, 204, 204, 204° and 204" of the
Administrative Violations Code of Latvia by determiningre outweighedfines regarding
unlawful activities regarding the personal data processing. These amendments came into
force on 7 August 2008. Since August 2008regarding the administrative violations
mentioned above, the maximum fine for natural persons and officials is up to 500 Ls, but to
legal persong; up to 10000 lats. In comparison to the previously determined fines, this
should be considereds a significant rise, as up to that moment, before the amendments,
the maximum fine for the natural persons and officials was 250 Ls and for legal pergpns
to 1000 lats.

Besides the personal data protection supervision a significant part of DSlwesrk
devoted to the Information Society Services Lawy supervising the observancef o
prohibition to send unsolitdd mail, that means the DSI also considers the complaints and
evaluates the administrative liability reghng the sending of unsoliet mail More detailed
information regarding the DSI supervision of this issue will be provided in the next chapters

of this report.
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5. Opinions and Interpretations

Regarding a letter that was mailed to a wrong address

DSicarried out an investigation regding the petition from I.S. and concluded that
0KS St SOGNRYAO aSNIAOS LINPOJGARSNI [ Rypdalt ¢ |y
(hereinafterc] SGGSNDO® 5dzS (2 YAadl(1SzT GKS [ SGGISNI ¢
letter to DSI indiated that the Letter to I.S. was sent as ordinary mail and it was not sent
back to this company.

This Letter comprised the following personal data according to Artillaugse 3 of
the Personal Data Protection Law (hereinatehe PDPLJ name, surnane, information on
the time period and the amount of electronic servicesitth ®{ ® KI R dza SR T NP
and that 1.S. has sent a request for this information. Considering the above mentioned, DSI
O2y Ot dzZRSR GKI G [ GR® da¢étda wahg aldegsk protéssed tKeS [ ¢
personal data of I.S. according to Articl€2use 3 and 4 of the PDPL and it should be legally
based on the Article 7 of PDPL according to the regulations of this Law.

According to the Article 10Paragraph two, Buse 2 of the PDPL, the controller
ensures the personal data processing just for the foreseen purpose and in the amount
ySOSaalNE F2NIAGDP ¢KS AYAGAFE LlzN1J2asS 27F &l
an answer to |.S. considering thatthe L&Dt ¢ a Sy i GKS [ SGGSNI G2 (K
G¢é OF NNASR 2dzi LISNAER2YFf RFEGF LINRPOSaaiAy3a ¢
and thus not correspondingly to the purpose of personal data processing.

According to the Article 7 of the PDRie personal data processingpsrmitted only
in cases if the law does not provide otherwise and if there is at least one of these conditions:

1) there is consent of data subject;

2) the personal data processing derives from contractual obligations ofidkee subject or,
taking into account a request from the data subject, the processing of data is necessary in
order to conclude the relevant contract;

3) the data processing is necessary for the controller to perform his duties as specified by
law;

4) thedata processing is necessary to protect vitally important interests of the data subject,
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5) the data processing is necessary in order to ensure that the public interest is complied
with or to fulfil functions of public authont for whose performance the personal data have
been transferred to the controller or transmitted to a third person;
6) the data processing is necessary in order to comply with the fundamental human rights
and freedoms of the data subject, exercise lawfiierests of the controller or of such third
person to whom the personal data have been disclosed to.

DSIO2 y Of dZRSR (KIG GKS [dR® a¢é¢ KFa OF NNAS
there was no legal based for that, as required regardinth@eArticle 7 of PDPL. Thus the

[ GR® a¢é¢ @GA2fl G§SR aafraph Ndaus©Z obthe’PDPLY R | NI A Of S
TheDevolvementof Credit Recovery Rights to the Third Person

Similarly like in 2007, in the year 2008 DSI has received sexenglaints fromthe
inhabitants regarding the activities of legal persons, for instance, regarding the property
management, credit institutions, electronic communications service providers, when
handing over to other persons the rights on credit/ debt recovery or whenlighing the
credit/ debt information on the current payment or payment histoBy carryingout these
activities the PDPL applies since personal data are transferred, obtained, stored and used.

In the cases concerning the credit/ debt recovery right sf@n/ handing over to
other persons, DSI did not conclude the violations of the PDPL. There are two options which
are mainly used in these cases where the processing of personal data derives from the
contractual obligations of the data subject.

Accordingto Article 2289 of the Civil Law of the Republic of Latvia, pursuant to an
authorisation contract one person can undertake to perform a certain assignment for the
other party. Thus according to the Article 2, Clause 6 and Article 14 of the PDPL, the
controller entrusts the processingof personal data to the personal data procesdwyr
keeping the responsibility regarding the personal data processing according to the PDPL and
such a processing derives from the contractual obligations of the data subjecatI€¢Afii
Clause 2 of the PDPL). In the interpretation of the PDPL, handing over the personal data

processing to the personal data processor is factual, but not legal transfer of personal data
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According to the Article 1801 of the Civil Law of Bepublic of Latvidhe cession of
the credit/ debt may be transferred to the third partfhuslegally thepersonal dataare
transferred to another controller. According to the Article 1801 of the Civil Law of the
Republic of Latvia 1801, the consenttloé debtor against whom the claim is directed is not
required, and the cession shall be in effect, even if the debtor has no knowledge thereof,
thus there is no need for the consent of the debtor and it is legally based on the Article 7,
Clause Z; it derives from the contractual obligations regarding contractual obligations.

In turn, theactual implementation of the credit/ debt obligation implementation or
credit/ debt information publication or transfer to the third parties (that is not in a direct
way related to the credit/ debtrecovery but whose purpose is to ensure the possibility of
the next creditors to avoid the obligations related to the persons who already have the
unfulfilled obligations) is in compliance with the PDPL just in those cases dfdhese pre
conditions existif data subject has provided his/ her consent according to the Article 7,
Clause 1 of the PDPL; if it derives from the contractual obligations of the data subject,
according to the Article Raragrapi? (f it is clearly ad specifically determined within the
contract of the data subject that in case the obligations would not be fulfilled, specific
information could be published in order to achieve the specific purpose or the information
can be handed over to the third perss); if such a processing of personal data is in
accordance with the Article 7, Clau8eof the PDPL by directly foreseeing the obligations

determined by the external legal act.

Publication of the Personal Data on the Internet

Based on the complaint ahe natural person, DStommenced an investigation
regarding the personal data processingtbe web page and its compliance with the PDPL.
During the investigation, DSI concluded that there wasaditle published and as an
attachment there was a clairstatementof the natural persorto the court, as well as the
photos from the sitting of thecourt. Within this article and the claim statement the names,
surnames, personal code, declared address of the residence, photos and information was
provided regarihg their membership to a trade union. Later on there was the explanation of
the defendant attached in the civil matter to the above mentioned arti@leere were the
names, surnames of several persons, personal codes and place of residence. Thusl¢he artic
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and the materials of the civil case attached tocdntained the personal data of several
persons, including the sensitive data of persons, that tise information was provided on

their membership at the trade uniorConsidering the article publishexh the internetand

the materials of the civil case that contained the personal data, such an activity is considered
as thepersonal data processing, including the processing of sensitive data, according to the
Article 2, Clause 3, 4 and 8 that should bgally based in the order determined by the
Articles 7, 11 and 12 of the PDPL.

The Article 5 of the PDPL determines that the Article 7, 8, 9 and 11 of theaP®PL
not applied if the personal data are processed for the journalistic purposes according to th
fl g ahy tNBaa | yR hiKSNJ a&layénth2 FresslhedAdticlea SRA |
1 and 4 of the Law on the Press determines that information is distributed by the mass
media. Thereforghe rights to distribute the information that contains thgersonal data as
are tothe mass media, not applying the Article 7, 8, 9 and 11 of the PDPL.

In order to apply the exception determined by the Article 5 of the PDPL, the
controller (the responsible person) of the internet web pahas to comply with the
definition of the Article 2 of the Law on Press and it has to be registered in the Register of
Enterprises of the Republic of Latvia according to the Article 9 of thisTltexefore in those
cases if the information that contains the personal data is beisgibuted by publishing it
on the web pagehat is not corresponding to the definition of the Article 2 of the Law on
Press and who is not registered in the Register of Enterprises of the Republic of Latvia
according to the Article 9 of this Law and ist megistered as the mass media, all the
requirements of the PDPL apply.

DSI concluded that the web page was not registered in the Register of Enterprises as
the mass media, as well as there is no legal base according to the Article 7, 11 and 12 of the
PLCPL for personal data processing, thus publishing the article and the materials attached to
the civil case on the web pagewner processed the personal data, also the sensitive
personal data, without the legal ground.

However, taking into account the infoation regarding this case, Data State
Inspectorate brought forward the problematic issue regarding the personal data protection

in the internet, acknowledgment of the internet web pages as the mass media and
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accordingly the application (the possibility &pply the requirements of the PDPL) of the
PDPL to the internet home pages.

The Obtaining of theelephone number of th@erson inorder to send SPAM

DSI received the requests of several natural persons with a petition to check the
compliance of sevetalegal persons according to the PDPL, by obtaining the telephone
number of those natural person3he natural persons indicated in their petition that they
receive phone calls and messages from different companies whose purpose is to inform or
advertise KS O2YLJI yeQa 3J22Ra 2NJ AaSNIIAO$ha daturalz y & A F
persons requested DSI to verify in these companies have not violated the PDPL when
obtaining their telephone number.

Regarding this case DSI explained that the telephone nuwibiée natural person is
personal data according to the interpretation of the PDPL if one can identify the person or if
this information is related to already identified person. Thus the telephone number without
any additional information (for example, theame, surname of the person) that would
identify the person, is not personal data in the interpretation of the PDPL. Furthermore, DSI
indicated that obtaining merely the telephone number and usage of it should not be
acknowledged as personal data procegsaccording to PDPL and it should not carried out

according to the requirements of the PDPL.

Transfer ofpersonaldata to third parties, bysending aletter with a revealedpersonal

code

A person G.J. came to DSI with the request to check the assivaéirried out byhe
O2 YLJ y & if[itismdeomilBidce with the PDPL once sending the letter addressed to
this person. Whersubmitting thecomplaint, G.J. also showed the envelope with the window
that was addressed to G.J. The employees of DSlatedlthe envelope and concluded that
the name, surname, address and personal code could be seen from the envelope. When
2LISYAy3 (KS Sy@gSt2LISs 5{L 02y O0f dzZRSR (KI i (K
G.J.
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DSI concluded that by sending theté&atto GJ. G KS [ GR® d9¢ OF NJ
processing of G.J. personal data (name, surname, address of residence, personah code)
accordance with the Article 2, Clauses 3 and 4 of the PDPL and handed the personal data to
the third party - State joint stok company Latvijas PastSuch a personal data processing
should have legal bases according to the Article 7£8iof the PDPL; it should be adequate
and necessary for the achievement of the purpose.

The Cabinet of Ministers regulations No.445 of 21SJuni nnp awS3dzf | G A 2
t2ad0é LI NFINFLK mn RSGISNX¥YAYSE (GKS AYyF2NXNI 0
postal items regarding the address of the receiver. These regulatiorssaw the
opportunity or/ and necessity regarding the indicationloK S NBX OSA SN a LIS NE :

/| 2Y&aARSNAY 3 GKS 11020S YSYGA2ySR:Z 5{L O¢2
previouslymentioned letter to G.J. carried out personal data processing that is not necessary
for the achievement of the purpose and that is hegally based and thus violates the Article

10, Paragraph one, Clause 2 and Articledf3he PDPL.

Regardingthe requesting ofpassportcopies

In 2008 DSI received several complaints regarding the possible PDPL violations
regarding thelegal regulatbns concerning employment. When the employer requests a
passport copy to the employee, he violates the PDR&juirementsregarding the legal
regulations concerning employment. In such situations DSI had indicated that the employer
has no rights to requeghe passport copy based on the argumentation mentioned bellow.
According to the Article 7 and Article 10, Paragraph one, Clause 2 of thetR®Binployer
has the right to obtain the passport copy just in those cases when the employee has
expressed his esent freely and clearly to submit the passport copy to the employer and if
all the personal data that are contained within the passport copy are necessary for the
employer in order taachieve a purpose determined by the legislation or in cases when such
operations are necessary for tremployerin order to implement therequirementsof the
external legal acts. The Article 3gragraph one(ause 1 of the Labour Law determines
the rights of the employer to request the presentation of documents and netsthbmission

of the passport copy. The other legal acts that also determine the legal regulations
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concerning the employment do not foresee that the employer would have the rights to
NBljdzSaid (GKS O2Lk 2F (GKS SYLX 2& S Siwato subndita L2 NJ
the passport copy. Thus the employer violates the Article 7 and Articl®at@graph one,

Clause 2 when requesting and obtaining the passport copy without free and obvious consent

of the data subject and thus carries out the personal datacessing i(icluding the

LINEP OS&aaAy3a 2F LISNaAz2ylf RIFIOGF aAyOoS GKS LI &
nationality) without the legal grounds and in the amount that exceed the necessary personal

data processing amount for the achievement of theymse.

Obtaining theinformation on theemployees from thereviousemployer

DSI has concluded also some other violations regarding the legal provisions
concerning the employment. Based on the complaint DSI commenced an investigation
regarding the actities of the employer who obtained the information regarding the new
employee from his previous employer. The employer contacted the previous employer of
the personconcernedin order to verify what was the relationship of the specific employee
and his colleaguesin the previous work place. The previous employer provided such
information as well as the information regarding the relationships with teleaguesn the
previous work placeDSI acknowledged that obtaining such information and providing it
the violation of the Article 2, Clause 3 and 4 of the PDPL, since in such a way information was
provided that relates to the identified natural persoBuchdata processinghould be based
on one of the clauses of the Article 7 of the PDPL. The employgendiaprovided his
consent for such a personal data processing. Neither the current, nor the previous employer
had the rights to obtain and provide sugtformation;furthermore no one of the employees
could substantiatehis action according to the othefauses of the Article 7. Therefore DSI
concluded that both the current employer and the previous employer violated the Article 7
of the PDPL and processed the personal data without legal grounds when obtaining and
LINE GARAY 3 A0 NI taRshipdth diiérolleSgddsit 2 8 SSQa NBf |

DSI explained that in cases when the candidate employee has not given his consent
to the employer to obtain the reference on him from the previous work place, the employer

has to rely on the opportunity that is provided bye Chapter 13 of the Laboluaw inorder
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to find out if the employee complies with theequirements necessary for the

implementation of the jobassignments the employer has the rights to determine the trial

period for the employee. During this time teenployerand the employee have the rights to

submit a written notice three days in advance regarding the termination of the agreement; if

the employer terminates the agreement regarding the employment, he/ she has no

obligation to explain the reason fortmination of theemployment contract

In 2008 Dbissued the following opinions concerning the drafts of the conceptions,

informative reports and on the interpretation of the Personal Data Protection Law regarding

the following issues:

Draft of the Elecwnic Identity Cards;

Personal data Processing regarding bhiellectualProperty Rights;

LYF2NXIO0AOS wSLERNI NBIFNRAYI GKS AYLI SY!
Choiceof the Secure Electronic Signature Carrier regarding the Introduction of the

HE SOINRBYAO {AQAYylF{Gdz2NBE Ay [FOGGALET

Informative Report on the Results of the Information Security and Data Quality
Audits regarding the Population Register;

On Data Base where the Information @hieves Detained in Store$Vouldbe Stored

and Would Give th®pportunity for the Security Divisions of the Stores to Exchange

with such Information, as well as on the Data Base where the Information on
Indecentof the Employees Would be Entered,;

Regarding the Withdrawal of the DNA Samples and Their Storage;

Regardingl KS t SNA2Yy Il f RFdGF G2 .S tdzof AAaKSR A\
Regarding the Personal Data Processing within the Enterprise Register;

On the Publication of the Cabinet ®finistersh NRSNJ ahy GKS ! OJ d.
Citizenship of Latviathrough NaMd- € A A A2y €T

On the Use of Personal Codes.
Regarding the vithdrawal of the DNAsamples andtheir storage

According to the complaints and questions receifein it KS h Yo dzRa Yl yQa

the Republic of Latvieegarding the withdrawal of the DNA samplasd their storage, the
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Ombudsman requested DSI to evaluate the articles of the Law on DNA National Data Base
Establishment and Usage that determine those persons regarding whom the DNA profiles
should be withdrawn and the storage period of these profiles.

Data State Inspectorate indicated that the Article 10, Paragraph 1, Clause 2 of the
Personal Data Protection Law determines that the personal data processing can be carried
out just for the determined purpose and in the amount necessary fdiiective95/46/EC
of the European Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such
RF G 1 NI AsOclSusedetesmingd ah@t personal data shoulde collected for
specified, explicit and legitimate purposes and not further processed in a way incompatible
with those purposes. Thus when the determined purpose has been achieved regarding what
the personal data were initially collected or when the cciéel personal data are no longer
necessary for the purpose that they were initially collected fmersonal data should be
RSt SGSR TNRY (KS LISNER2YIf RIFIGFE LINRPOS&daAy3d 3

The purpose of the DNA sample withdrawatlastorage is determined by the Article
2 of the Law on DNA National Data Base Establishment and Usage (herejiaitér Lawy,
to establish anational DNA data base that should be used for the detection of criminal
offence. The Articles 9, 10 and 11 of éhDNA Law regarding the DNA profiles and
information to be entered into the DNA national data base inter alia determine that in the
DNA data base the information on registration number of the incident record or the number
of criminal case and the ¢ whenthe crime wascommitted. Thus DSI concluded that the
information on DNA is collected regarding a specific criminal case and regarding the
detection of a specificrime thatis also the purpose of this personal data processing.
Therefore in those cases whehe suspect or the accused person forfeits his/ her respective
status or the criminal case is terminated and the person is not found guilty and is not
sentenced, and those persons who are justifetbr the processing of their personal data
there is nolegal ground according to the purpose of the initial personal data collection in
this case. In those cases when the crime is disclosed and the verdiciltyfpersonhas
come into force, thepurposeof the DNA Law has been achieved. Therefore therenised
to evaluate the necessity of storing and processing of the personal data regarding the
sentenced persons since there is no legal ground for further processing of the personal data.
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Furthermore it should be taken into the account that the persons alsmawledged
as unpunishediccording to the terms determined by the Article 63, Paragraph three of the
Criminal Law where the terms are much shorter thia¢ determined time periodn the
Article 18 of the DNA Law. In turn the personal data onrthgsing grsons in the Republic
of Latvia according to the Article 4 of the DNA Law should be deleted when the missing
person is found, and that can beshorter time period than the one determined by the
Article 18 of the DNA Law. Considering the above mentiotiesl DSI indicated that it is
necessary to evaluate the time period determined by the Article 18 of the DNA Law and to
determine it according to the purpose of the DNA Law and the requirements of the Personal
Data Protection Law.

From the Law on DNA it dees that within the national DNA data base the personal
data are processed regarding all the criminal offences and from the point of view of the
Personal data Protection Law this aspect should be evaluated since the DNA data are not
necessary for the dismsure of all criminal offences. The Article 10, Paragraph one, Clause 2
determines that the personal data should be processed merely according to the determined
purpose and in the amount necessary for it. Thus in order to carry out personal data
processig there is a need for a specific purpose why the processing of personal data is
ySOS&aalrNE yR FNBRdAzYSydalaAaz2y GKIFG G0KS LzN1LJI2
in any other way or when processing personal data smelleramount or not processing
them at all, or by processing them in a different way. DSI acknowledged that it is necessary
to evaluate the Article 4 of the DNA Law by determining when the definite data subject
categories would be entered into the national DNA database and regarding axinginal

offences.

On thepublication of the Cabinet oMinistersh NRSNJ ahy GKS | Olj dzA NA y 3
Latvia through Naturalisatiorn

The Naturalisation Board requested DSI for an opimibether the publication of the
Cabinet of Ministers ORSNJ ahy GKS ! OljdZANAY3 2F GKS |/
b I G dzNJ f A & lintekntyvéb payg of ihe&KNaturalisation Board is in compliance with

the Personal Data Protection Law.
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Data State Inspectorate indicated that the Article 2, Clause 4 of tfrLRIBtermines
that personal data processing amny operations carried out regarding personal data,
including data collection, registration, recording, storing, arrangement, transformation,
utilisation, transfer, transmission and dissemination, blockageemasure. Personal data
processing ipermitted only in those cases if there is at least one of the preconditions
determined by the Article 7 of the PDPL. In turn the Article 10, Paragraph one, Clause 2 of
the PDPL determines that personal data processiag be carried out just for the
determined purpose and in the amount necessary for it. Therefore there is a specific
purpose necessary in order to carry out personal data processidgargumentationthat
0KS LidzN1J2aS g2dz R 0SS | Owd 8 @ Rother Way orAvinen Ol y ¢
processing personal data in a smaller amount or not processing them at all, or by processing
them in a different way. Thus in order to evaluatfethe publication of the Cabinet of
Ministersh NRSNJ ahy (KS |S)jadkAANT y2TF 2[F (0AKAS:  / (AKINKRT dz3 K
internet web page of the Naturalisation Board is permissible, not just the legal grounds for
this personal data processing should be evaluated but also the purpose of personal data
processing; why such persoal data processing is necessary and what is the purpose that
would be achieved with such a persorddta processing once publishing the Cabinet of
aAyAaiGdSNBE hNRSNB aG! OldANRY3I 2F GKS [/ AGAT S,
internet web page othe Naturalisation Board.

The Article 17, Paragraph two of the Law on the Citizenship determines that the
Cabinet of Ministers makes the decision regarding the acquiring of the citizesbip. the
O2yiGSyid 2F (GKS [/ FoAySih 2 Citizénghipsofi L3N thrdughR S NJ
bl ddzNI t Aal dA2yé AlG RSNRARGSa sioKthelpersori whd Bas I RR1
acquired the citizenship and to the Naturalisation Board for the implementation of its
functions regarding the order on the natursdition of the persons, and to the Ministry of
Interior in order to enter the amendments into the Population Register. The Paragraph 34 of
the Cabinet of Ministers wS 3dzf i A2y b2don 2F H CS06 NMzk NJ
Consideration of the Naturalisation Apph OF 1 A2y aé¢ RSGSN¥XAYySa GKI G
regarding the acqued citizenshipthrough naturalisationis handed out personally to the
person concernedt the division of the Naturalisation Boarthus the person to whom the
specific order is addregd is personally informed about it. Furthermore, to the Ministry of
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Interior, that is a state administration institution, this order should be announced in

accordance with theState Administration Structure Lasince it fills out a function of the

state administration, according to th&tate Admirstration Structure Lavand other specific

legal acts. There is no third person who would have some obligations or rights deriving from

this order or thatwould RS NRA @S FNR Y ( KS Anficunteménh R®IEMNDN2 y

Enactment and Validity of theaws and other Legal Acts Adopted by the Saeima, President

YR GKS /FTo0AySG 2F aAyAadSNERE la ¢Sttt a 2i

the order how to acquire the citizenship of Latvia through naturalisation. Thus the purpose

of the ordermentioned aboves to inform the persortoncernedin this order regarding the

rights and obligations, and is not related to the rights and obligations of the third parties.
Considering this, DSI indicated ththe publication of personal data of the person

(who acquired the citizenship of Latvia) concerned on the internet web site of the

bl GdzNF t AaltdAz2y . 2FNR YR Ay GKS ySgaLl LISNI

purpose of personal data processiggegarding theissuanc ¥ G KS 2 MmB&Me ! Ol

I AGAT SYyakALl 2F [ | (@ Hdes notKeh®BphzIvkh the IPérsankl Dakad | (i 7

Protection Law and there should be a consent of data subject for these data to be public.
On the Use of Personal Codes

The Ombudsman of the Republic of Latkequested the opinion of DSI regarding the
obligation of the medical staff and sedmployed persons to indicate their personal code
onceconcluding a deal with a client, as well as regarding the proportionality on the use of
the personal code, consideg the aspect that it holds the information on thdS NJ& @riyf Q &
date.

Data Statelnspectorateindicated that the Directive 95/46/EC of the European
Parliament and of the Council of 24 October 1995 on the protection of individuals with
regard to the proessing of personal data and on the free movement of such Aatale 2
sub clause?l Q RS (i S Nd¥raoyfab data’ Hall iean any information relating to an
identified or identifiable natural person (‘data subject’); an identifiable person is one who
can be identified, directly or indirectly, in particular by reference to an identification number
or to one or more factors specific to his physical, physiological, mental, economic, cultural or
social identity. Thus the personal code should be considesgqueesonal data as it is possible
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to identify the specific person by the personal cotley F 2 NY' I GA2Yy 2y LISNRA2Y
also considered as personal data if it is possible to identify a specific person. Inform@tion
the age is indirectly identifyinppformation.

CKS AYTF2NXIGA2Y 2y LISNBER2YQa RIFGF 2F 0AN
I O2YLRYSylG 2F 2ySQa LISNE2YlFf tAFST o6& LINERC
the person are concernetersonal code is personal datar@gard to the Directive 95/46/EC
FYR GKS tSNER2YIf 5FGF tNRGSOUGA2Y [Fé6ZX NBII
data of birth or not.

It is allowed to process personal code as personal data only according to the legal
grounds determined intte Article 7 and 1'3f the Personal Data Protection Law. The Article
1 of the Personal data Protection Law determines that the purpose of this Liavwpistect
the fundamental human rights and freedoms of natural persons, in particular the inviolability
of private life, regarding the processing of data of natural person. The Article 116 of the
Constitution of the Republic of Latvia determirtbat the rights of persons set out in Articles
ninety-six, ninetyseven, ninetyeight, one hundred, one hundred dniwo, one hundred and
three, one hundred and six, and one hundred and eight of the Constitution may be subject
to restrictions in circumstances provided for by law in order to protect the rights of other
people, the democratic structure of the State, apablic safety, welfare and morals. On the
basis of the conditions set forth in this Article, restrictions may also be imposed on the
expression of religious beliefs. Thus the legisldtas the rights to restrict the rights of the
individuals on specificonditions. Regarding this, the interests of the individual for privacy
and public interests have to be evaluated.

One of the main principles of personal data processndetermined by the Article
10, Paragraph one, Clause 2 of the Personal Data Pratetda that the personal data
processing can be carried out for the determined purpose and in the amount necessary for
it. Thus to carry out the personal data processing, there is a need for justification regarding
the purpose of personal data processing,¥ 8 A RSNAyYy 3 GKS O2yRAGAZ2Y |
achievedotherwise by processing personal data in a smaller amount or by not processing
them at all, or by processing them in another way.

Data State Inspectorate has indicated that in the Republic ofd #tte publication of
personal codes is n@lwaysjustified, yet it should be taken into the account that in several
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instancegpersonal code is the only information regarding the identification of a person since
there are many people with the same namasd surnames.

Legitimate purpose to indicate the personal code of -sefiployed persons and
medical staff whenconcludingthe deals or bycarrying out their professional duties is
determined by specific legal acts that regulate these sectors. Thus tla¢ d¢egund for
processing of personal data that is determined in the specific legal acts is the Article 7,
Clause 3 of the PDPL. Furthermore, to evaluate whether the means selected (the
requirement to indicate the personal code of the seihployedpersonwhen concluding the
deals and the medical staff wherarryingout the official duties) is proportionate, it is
necessary to evaluate the argumentation of this requirement. Therefore Data State
Inspectorate indicated that there is a need for the opinion tifes institutionsorf S3A &€ I ( 2
opinion on the necessity gbrocessing the personal data in these areahus there is a
question from the point of view of the personal data protection, what is the purpose for
identification of the personal code is it the purpose to identify the person or something
else.

Article 1 of the PDPL determines that the purpose of this law ipragect the
fundamental human rights and freedoms of natural persons, in particular the inviolability of
private life, regarding th@rocessing of personal data of natural persons. The Article 6 of the
PDPL determines that every natural person has the right to protection of his personal data.
Thus the primaryegal ground for personal data processing is the consent of the data subject
to process his data (g Article 7, Clause 1 of the PDRHpwever the Article 116 of the
Constitution of the Republic of Latvfareseesexceptionswhen the private rights of an
individual can be restricted. Considering the questidmether the first partof the personal
code should behangeableit should be considered whether regarding all the instartbas
the legislator has determined the publication of personal code is proportionate considering
the purpose that should be achieved and the argumemptatihat the determined purpose
gAftft 0S | OKAS@OSR odthériviserby proddssing pers@ndl daka hfa srdaies R
amount or by not processing them at all, or by processing them in another way.

Since thefirst part of the personal code providesdhnformation that relates to the
private life of the individuals and regarding this information it is possible to discriminate the
person, it should be evaluated whether in all the casés necessary to use the date of birth
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as personal data for the @htification of the personlf the purpose of the use of personal
data is to identify the person and not to determine the age of a person or other, then it
should be evaluated how to identithe person by using other means regarding each sector
(regardingthe selfemployed persons, medical staff, etc.), for example by using other
registration or identification numbers, as it is for instance regarding the legal persons.

One of the main legal grounds for the personal data processing is the consent of data
subject to process his/ her personal data (the Article 7, Clause 1 of the Personal Data
Protection Law). Thus in order to ensure the rights of the data subject the posshitityyd
be evaluated that the persons themselves could provide permission orrg germission to
process the first part of the personal code that is the data on birth, and if prohibiting it, the
lien of numbers should be used. In this case it should be taken into the account that the
date of birth of a person is data that identifiése person that exist by themselvedso
separatelyfrom the identification code of a person.

Taking into account the information mentioned, Data State Inspectorate indicated
that there is aneed for broader and more extended situation analysis and disicuson the

usage of personal code, and the purpose of its usage, etc.
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6. Personal @ta Protectionregarding the Schengen Information System

The purpose of theSchengen Information Systethereinafter¢ SIS) is tanaintain
public order and security, auding State security, and to apply the provisions of the
Schengen Convention relating to the free movement of persons, in the territories of the
member states of the Schengen Area.

On 21 December 2007 Latvia joined the Schengen Agmeethus fully beconing a
part of European Union Justice, Freedom and Security Area without he intesrdedrs by
ensuring the free movement of people within the Schengen Agreement Arga.the
beginning (on 21 December 200he border control wasabolished regardingand border
with Lithuania and Estonia and since 30 March 2008 the border control was abolished also in
the airport Schengen terminal.

SchengenAgreementarea is the territorywhere the internal border controls are
abolished between the Schengen Area membates. The border controls were carried out
regarding the entrance into the Schengen Area. As tfmundation of the Schengen
agreement area ishe mnvention implementing the Schengen Agreement of 14 June 1985
between the Governments of the States of then®lux Economic Union, the Federal
Republic of Germany and the French Republic on the gradual abolition of checks at their
common bordersSIS is one of the maicompensatory measurem order to reduce the
negative impact tai 2 O A secumityhat risesonce the internal border contrddetween the
Schengen member states are abolished. SIS ensures the access to law enforcement
institutions of the Schengen member statés the data base of joint Schengen Information
System regarding the missing persons, ko vehicles, lost documents andhvalid
documents and weapons.

In order to ensure the usage of SIS fimaintenanceof public order and security, on 14
June 2007 the Law on the Operation of the Schengen Information System was adopted that
regulates the acess to SIS of the law enforcement institutions of Latvia. Only those
institutions determined in the Law on the Operation of the Schengen Information System
have the rights to enter alerts to S{Spolice, embassies and consulates, border control,

customs,etc. with the restricted access to the information that is necessary to fulfil the
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functions of these institutionsSSIRENE Bureau of Latvia provides the information to the law
enforcement institutions of other countries regarding the alerts entered byiaatno SIS.

SIS functions according to the personal data protection requirements and regardless
the citizenship of the EU, the natural persons have the rights receive information regarding
himself/ herself if the right to receive this information is nastricted by the laws on
national security and protection, regarding the criminal law, as well as in cases when if the
restrictions have been applied by the other countries. A natural person has the right to
request that his/ her personal dat would be updted, rectified, or deleted if they are
outdated, incorrect or they are no longer necessary for the purpose that they were obtained
for. Data subject also have the right to submit a complaint to DSI or refuestormation.

Article 114 of the SchengeBonventionand the Article30" of the Personal Data
Protection Law determine that DSI carries out independeontrol of the national SIS
database according to the national legislation and DSI checks if there are no violations of the
data subject rights omthe personal data are entered into SIS. Additionally to that, according
to the Schengen Convention 109 and Article 29, Paragraph four, Clause 7 of the Personal
data Protection Law, DSI decidedether information shall be communicated to data
subject andoy what procedures.

The supervision of the SIS was the priorityp&I in 2008, according to its Operational
Strategyof 20082010. The main assignment was the cooperation withitfsitutions that
have access to SIS and to carry out investigations @sethinstitutions regarding the
application of the personal data protection principles. DSI implemented the @lanK S
Control Activitiesin 2008 regardinghe Institutions that Have Access to the Schengen
LYFT2NXIO0A2Yy {2daldSY¢o

The representatives of DSI paipated at the meetings of the Joint Supervisory
Authority of Schengenin order to ensure complete independence of the institution, DSI
continued its work regarding the elaboration of the draft law on Data State Inspectorate. It
was also emphasised as@of the recommendation during the Schengen evaluation visit to
Latvia regarding the personal data protection before Latvia joined the Schengen area.

In 2008 while patrticipating at the Joint Supervisory Authority of Schengen, the
representatives of DSI r@wed current issues and carried out inspections on the national
level regarding the alerts entered into SIS based on the Articles 96, 97 and 98 of the
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Schengen Convention. These articles of the Schengen Conveletiermine thealerts on

aliens for whom a alert has been issued for the purposes of refusing emmtrihe SIS area,

on missing persons or persons who, for their own protection or in order to prevent threats,
need temporarily to be placed under police protection at the request of the competent
authority or the competent judicial authority, witnesses, persons summoned to appear
before the judicial authorities in connection with criminal proceedings in order to account
for acts for which they are being prosecuteéthe question on the accuraoy the entered

alerts was emphasised during the control activities, regarding the cases when the citizens of
third countries get the citizenship in one of the countries of the Schengen area, as well as on

the issue how the information is updated.
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7. Supervisionof Unsolicited CommercialCommunications

According to the Information Society Services L®&| supervises the unsolicited
commercial communicationsby considering the complaints and applying administrative
sanctions in cases when the unsolicited comaomdr communtation has been sent.
Unsolicied Commercial Communication in the interpretation of this law is communication
designed to promote goods, services or image of a company, organisation or person that is
sent electronically(for instance, by electmic mail, fax, telecommunications) violating the
conditions determined in the Article 9 of the Information Society Services Law.

In 2008 DSI paid special attention to unsolicited commercial communications, since
according to the Article 13 of the Informah Society Services Law DSI is the supervisory
body regarding the unsolicited commercial communications. On 1 July 2007 the
amendments to the Latvian Administrative Violations C@uereinafter¢ LAVC) came into
force, that enlarged the possibilities ofSDto fight against the unsolicited commercial
communications. According to the Article 204.16 of the LAVC DSI issues a warning or
imposes a fine tmaturalpersons from hundred to three hundred fifty lats, but regarding the
legal personsg from five hunded to five thousand lats regarding the violation of the
prohibition to send unsolicited commercial communications.

Ly 2NRSNJ (2 LINRPGARS (KS SELXIylFiAz2y (2
O2YYdzy AOIF GA2Yyé dzaSR Ay (KSandiy dgrdeNdy andlyzetiffe { 2 O
preconditions for the lawful sending of commercial communications, DSI elaborated a
NEO2YYSYRIGA2Y AY wHunny Ga{ Sy RATAS reddriingendatidny Y S NJ
is informative material and it is permissivEhe target audiece of this recommendation is
the senders of commercial communicationgntrepreneurs organisations or other persons
who within their business activities, economic activitiesregulatedprofessional activities
serd out commercial communications in ord&y advertise their goodsservicesas well as
the persons who provide advertising services and who send out the commercial
communications otthe behalf of other companies by advertising their goods or services.

The awarenesgegarding the Information saety services has increased within this
year regarding the regulations amsolicited commercial communicatioasd regarding the
DSI function related to this issue. As an approval to that are the petitions/ complaints
submitted to DSlin comparison to 207 the number has increased 4 times. However the
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receivers of the unsoli@d commercial communicationsare more informed about the
requirements regarding the nsdicited commercialcommunicationthat the senders of the
unsolicted commercial communication

The interest of the unsoli®@d commercial communication senders regarding the
application of the Information Society Services baas not significant and in most of the
cases DSI concluded that the prohibition regarding teeding of unsolited commecial
communications was violated since the sender was not informed that the commercial
communications should be sent according to the Society Information Services Law. Mainly
the complaints submitted to DSI were regarding thvesolicted commercial commuinations
sent via the amails, disregarding the aspect that commercial communications according to
the Society Information Services Law can be sent by using any means of electronic
communication means (for example, by sending a fax, calling or by sendssages).

In 2008 DSI imposed 11 administrative fines regarding the violation of the prohibition
to send unsbcited commercial communicati@x 6 warning and Pecuniary penales. All
these administrative fines were imposed regarding the unsolied commercial
communicationssent by electronic mail and thus not ensuring the legal bases for sending
commercial communications as determined by the ArticlBe@agraphs one, two or threef

the Information Society Servicésawcorrespondingly
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8. Supervision of Trusted Certification Service Provider

DSI carries out the supervision of the trusted certification service provider
(hereinafter ¢ TCSP) accreditation and also supervises ierain, by carryingout the
functions determined by the legal actSne of the functions of DSI is the supervision of TCSP
provided services and their compliance with the Electronic Documents Law and other legal
acts.

In 2008 DSI did not receive any napplications from the potential TCSP for gaining
the statusof TCSP. Thus currently the only TCSP in Latvia that continues its work is State
22AylG aG201 O2YLlye a[ldorcla YEa(udHSt $E2N.
signature) thus ensuring the ppoval of the identification of a person in the electronic
environment. Electronic signature provides the option to sign a document electronically that
gain the similar legatatusas the paper documents signed by hand.

According to the Cabinet of MinBtINBE NXB 3dzf | GA2ya 2F m Wdz &
on Inspection of Certification Service Provision Information Systems, Equipment and
t NEOSRdzZNBa FyR (GKS ¢AYS [AYAGAE LI NI INF LK
carries out the inspections omsiinformation systems, equipment and procedural security
once in every 12 months. These inspections can be carrietdyoan expert, according to the
requirements determined by thdrticle 13, Paragraph two of tHelectronic Documents Law
and who is on th list of the experts approved by Data State Inspectoraté.h@$ received
the inspection report of this expert.

In 2008there was attention paid for the promotion of the electronic signatare
Gl ragarelra tlhabtaé 2NBIl YA Gl & pubished tBeNBoyh@tdain I y R
mass media in order to facilitate the usage of the electronic signature in Latvia.

In 2008 the discussion has been started regarding the transfer of the duties of TCSP
FNRY aG[Fd@A2l a t | ZidAdevidineCertré (hegehaftec LSRIT).On 281 R A 2
May 2008 the Cabinet of Ministers adopted a decision regarding the certification service
provision to be handed over to another institution thus determining that starting from 13
al@ wHwnnd & 0OA 2previdinglthd dedtiicatian Selxlic® pravisich lahd this
AIYyYSyld g2dd R 06S SyaNdzaGSR 2 [{we¢/ & ¢K!
tlradaé GKdza GKS Of ASyda Ftaz Ay GKS 7Fdzida2NS
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30 post office divisions where the certifications services would be providétbre
information regarding the electronic signature can be found on wwmveelv.

In 2008 DSI had not received any complaints regarding thi& afoTCSP.
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9. Data ProtectiorSupervisionregarding the Electronic Communications

Acording tothe Article 4, Paragraph four of the Electronic Communications Law DSI
supervises the personal data protection regarding the electronic communications. In order
to ensure this supervision, DSI has the rigletermined by the PDPL.

In 2008 there have been several complaifitsn the inhabitants received regarding
the personal data processing carried out by the electronic communicatmaschant
Mainly the complaintswere related tothe activities rgarding the activity of electronic
communications merchant by forwarding the debt collection to third parties. By
investigating these cases DSI did not conclude any infringements regarding the PDPL,
however there was a personal data protection breach concludedrotgg themerchants
action by sending the letter to a client to another address, thus caring out personal data
processing without the legal grounds aadaccordingo the determined purpose.

Besides the requirements of the PDPL, DSI summarises theisthtisformation
annually regarding the requests pfe-trial institutions, subjects of the investigation field
work, prosecutof &  2afdfcdufsSthe state security institutions by receiving the retention
data from the electronic communicatiomerchant and regarding the cases when such
information was provided in the order determined by the Cabinet of Ministers regulations.

Such statistical information is summarized in all the EU member states in order to
evaluate the implementation of the Directive0@6/24/EC¢ since the storage of the
retention data that is not necessary for the telecommunication service provision is
considered as significant intrusion to private life of the individuals, however at this point it is
acknowledged asecessaryor the investigation ofseriouscrime. Therefore this information
is provided to the European Commission since the Commission according to the Article 14 of
the Directive 2006/24/EC. European Commission not later than by 15 September 2010 has to
submit to the Eurpean Parliament and Council the evaluation of the implementation of this
Directive.

Latvia is one of the EWnember statesthat has implemented the Directive
2006/24/EC by amending the Electronic Communication Law and has elaborated the Cabinet
of MinistersNBE 3dzf  GA2ya 2F n 5SOSYOSNI HnnTt b2dyHn

by the pre-trial institutions, subjects of the investigation field workhe state security
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institutions, LINR & S O dzii 2aNdcdurts? #nd #he© &eTtronic communicationerchant
submits the retention data, as well as the order on the summarisation of the statistic
information on retention datarequestsand on theirissuancé ® t I NI I NJ LK M™MH
regulationsdeterminethat it is the obligation of the electronic communicatiomerchant to

submit the statistic data to DSI till the 1 February annuadlgardingthe information
requests for retention data that have been submitted to the institutigmssecutoror court
according the Article 71.1 Electronic Communications Law. Thenélabf Ministers
regulations mentioned above came into force at the end of 2007 therefore the electronic
communication merchans in 2008 did not provide the information to Data State

Inspectorate or provided it partially.

54 ‘)

DATU VALSTS INSPEKCUA



Annual Report 2008
Data State Inspectorate

10. Court Proceedings

In 2008 the Court in 2 from 4 cases that related to B&lon, considered the cases
that were related to the decisiaof DSI regarding not registration of the personal data
processing system. For instance, tBepartment of Administrative Cases of the Supreme
Court Senatan the decisionof 23 October2008 regardinghe case No. A42292006 SKA
445/2008acknowledged that the decision of DSI wastified by rejecting the registration of
GKS LISNB2YIf RIFEGF LINPOSaaAy3a aeéaiobheAdide [ G RC
7 ofthe PDPL.
Ly GKA& OFrasS (KS O2daNII O2yaARSNBR (GKS |
[ 6 RDPé Cé  NdBcBibrioft tHe FDepartnént of Administrative Cases of the Supreme
Court Senateof 30 July 2003, case No.SBI® regardinga cvil case where the PDPL has
been interpreted and from it derives that according to the court opinmithin the
framework of legal relations the regulation of the personal data protection law should not
be applied, and wherexercisingthe rights derivng from the contractregarding one
contractor the rights to privacy of the oth@ontractorcannotbe intruded. TheDepartment
of Administrative Cases of the Supreme Court Seimaits decisionof 23 October 2008, case
No. A42292006 SK#5/2008 indicatedhat the conclusions contained in the judgement of
the Department of Administrative Cases of the Supreme Court Seshateld be considered
inaccuratesinceit restricts the scope ofpersonal data protection regulation without any
grounds. The fundamentalights havealso been affectedregarding the private law
relationship thereforeghe Department of Administrative Cases of the Supreme Court Senate
in itsdecisionof 30 July 2003, case No.SBD, indicated thatthe interpretation of the PDPL
does notpattern the case lawand thus thisnterpretation cannotbe justified regardinghe
operation2 ¥ G KS LISNBR2YIlIf RIFGlF LINRPOSaaAy3d aeaidsSy
Also regarding thédministrative RegionalCourt decisionof 4 July 2008, case No.
A42329606, the court acknowlgdd that the rejection toregister the debtors data
LINE OSaaAy3a YR SEOKljyHicddo2e 5fEY I AT [[[RROOE5 ¢ ¢
to ensure the implementation of the requirements determined by the Article 10, Paragraph
one, Clause 1 and Artec25 of the PDPL.
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According to the opinion of the court, data processing derives from the contractual
obligations if in the contract such a possibility of personal data processstigusatedin the
contract, that isq the contracting parties have agrdeon that mutually. That means that in
contracts that is the bases of thabligations there should be a stipulatidhat the parties
agree on entering of personal data in one of the data processing systems, thus publishing
them and processing. However, s the information on the existing obligation in the
RSolG2NE RIGFE LINROSaaAy3é | VikeR&EH@K that Appoved & & (1 S
the existence2 T G KS 20t A3FGA2Y A& SAGKAY (KSRDI¥LJ
not carry out thecheckingand control of those documentsndthenA G I f a2 OF y Qi
that the personal data entered int® S 6 GRINEIQ LINE OSaaAy3I FyR SEOKI
based on the consent of both of the contracting parties. Thus the enterinB §f6 G 2 N& Q
personal déa would depend on thdwonesty of creditorsBut thehonestyof the creditors is
y20 RSLISYRFIYyld 2y [U0R®PE5¢ (O KAritle 18, PEFdgdgdhoreS &4
[ £+ dzaS wm | LILI A ®RISH Xiaais rdedssin risixchatgRyBters. &

Thus the court decided that in this case the personal data processing does not derive
from the contractual obligationand the interest of thecreditorsto ensure thefulfilment of
the contract or to receive the information on the business partner can lweraplished in
different ways that would not restrict thedebtors concerning the Article 96 of the
Constitution and regarding the rights determined by the PD@ansidering the above
mentioned and the Article 10, Paragraph 1, Clause 1 of the PDPL, thetmotef the data
& dzo 2 Bterésk d@re carried out by the controller who ensures honest, fair kaweful
LISNBR2Y It RFEGF LINPOSaaAy3dxr (Kdza il&ndul adkfaieND O
personal data processing of each data subject that Would S Sy GSNBR Ay (2 A
processing and exchange system.

In turn the Regional Administrative Court in its decision of 18 February 2008, case No.
A42474406concluded that DSI by considering tpetitions of J.T. and by providing the
answers acted accordingly and thus the request to acknowledge the action of DSI as
unlawful has been rejected.

The court concluded that J.T. has addressed a petition to DSI regarding the action of

the judge J.S., as well as the request to penalize the person that lo¢ésted the norms of
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legal acts regarding the personal data processing issues, according to the opinion of J.T., by
what the subjective rights of the JAavenot beenaffected

Regarding this case the court indicated that thdividualhas the rights tdurn to an
institution and to receive an answer on its merits. However the individual does not have the
subjective rights to demand to an institution to change its opinion according to the
perception of the individual on how this issue should be settlBde court also indicated
that the fact that the answer provided to that person does not correspond to the perception
of the person regarding certain issues does not constitute grounds for the answer to be
acknowledged as not responding to the question & merits and thus should not be
considered as unlawful. Thirdly, the court concluded that the questions of J.T. and the
O2YLX FAyda NB NBIFNRAYy3I GKS AyauAalddziazyQa
circumstances mentioneth the complaint as well asegardingthe specific activities carried
out. Therefore the above mentioned conclusions relate both to the J.T. request to provide an
opinion and regarding the request to carry out an investigaod other actions. The court
concluded thaDSI according to its competence analyzed the facts mentioned in the petition
and expressed its opinion both regarding the actuality and based its opinion on legal acts,
also indicating the argumentation what are the reasons for (un)implementation of the
adions mentioned in the petition ((n9submission of request to the court, (un)punishment

of the perpetrator).
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11.Personal Data Protection Audit and Auditors

According to theArticle 29, Paragraph three, Clause 6 of the Personal Data
Protection Law, oe of the obligations of DSI regarding the personal data protection is to
accredit the persons who want to carry out the personal data protection audits in the state
and local government institution.he Cabinet oMinistersregulations of 4 December 2007
b2dyHun GwS3AdzA FGA2ya 2y (KS 2 NIRGwWsh ® Earry ditONS R ;
personal data processing audit in the state and local government institutions, and regarding
0KS StAIAOAfTAGE 2F GKSAS LISNE2 dcerédited tosé RS (
persons that wish to carry out personal data processing audit in the state and local
government institutions regarding their personal data processing systems.

According to these Cabinet of Ministers regulations in 2008 DSI accredited 31
internal auditor and 20 external auditors. At the end of 2008 there were 34 internal auditors
in Latvia and 23 external auditors of personal data processing whose accreditation was in
force. According to these Cabinet of Ministers regulations the order bas lshanged how
the natural persons can apply for accreditati@nonce in every three months DSI publishes
'y Fyy2dzyOSYSydG Ay GKS sy SaRI2IENG K | 4 Da 24 &
Inspectorate regarding the application for the accreditatiofhe natural person who
complies with the Cabinet of Ministers regulations and who has submitted the appticat
due time can be accreiéid as internal or external auditor.

The Article 26, Paragraph two of the PDPL determines that the state and local
government institutions once every two years submit the audit report regarding personal
data processing to DSI, by including there the risk analysis and an overview on the
accomplished activities regarding information securitip to 1 March 2007, before éh
amendments to the Personal Data Protection Law of 1 March 2007, these audit report had
to be submitted to DSI annually.

In 2008 there have been 309 state and local government institutions who have

submitted their personal data protection audit regarditing year 2008.
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12. Public Information Activities

Regarding the public information activities Brying to achieve the goa] better
informed society that imwareof and exercises its rights regarding personal data protection,
freedom of informationand other functions of DSI competence. One of the basic principles
of DSI work is to provide the information to society timely on the issues regarding DSI
competence.

In 2008 there were two main target audiences marked out: individual as data subject
whose rights to personal data protection DSI helps to protect and the controller who
processes the personal data and whose responsibility is to carry out the personal data
processing just according to a legitimate purpose and in the amount necessary. Rggardin
the second target audiencethe important issues in 2008 were related to the persohaia
processing notifications and regarding the personal data protection officers. Regarding the
changes to the notification procedure of the personal data processhmye were
informative seminars organised, as well as information was provided to mass media.

DSI has organised several informative events regarding the data protection, freedom
of information and supervision of unsolicited commercial communications. NMagbrtant
issues in 2008 have been related to the personal data protection. The outstanding issues
regarding data protection were reflected at the mass media and live broadcasted.
Furthermore, DSI prevented several personal data protection breaches dtieetactive
participation of society. O$rovided regular consultationsnterviews andadvice regarding
different aspects of personal data protection issues, outstanding problems, feasible
infringementsand their proceedings.

The European Dat&rotection institutions already for the third time celebrated
European Datdrotection Day on 28 January 2008 and this day all the member states of
the Council of Europe are invited taform the public regarding the current issues of
personal data protection, thaiintroducing this practice of celebration every year. In 2008
there was a special attention paid to the personal data protection of children by
implementing control activities in the schools in Latviere was a survey conducted in
schools regarding thenplementation of personal data protection requirements in schools
and regarding the data protection of pupi®ncerningsuchissues purposes of personal
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data protection and the way how personal data are stored, files of pupils, grades of pupils
and regricted access to them, processing of sensitive data in schpabtionality, health,
disability,videosurveillance, access control regarding the entrance to schools, publication of
personal data on internet and school statistiddSl also plans to pactpate in the
organisation of data protection day in 2009.

Already in 2007 DSI started its work regarding elaboration of the recommendations
in order to ensure the aareness raising in society regarding personal data protection issues
and regarding theirights. These recommendations are informative materials and they are
as guidance.

In 2008 DSI elaborated twecommendations:

e A{SYRAY3I /2YYSNOAIf [/ 2YYdzyAOlI GA2yaé¢ GKI
GO2YYSNDAIT 0O2YYdzy A Ol ( Aigh\BdcietdBeSites Igmhdipkodidés (i K S
analysis on preconditions regarding the lawful sending of commercial communications;

e a5 G t NP OS avideysrveilsBcg I NIRAIY(IT LINR A RS & GK
regardingthe personal data processing according to thersonal Data Protection Law once
carrying out thevideosurveillance

DSI considers that it is important to facilitate such communication that fosters the
awareness of society regarding data protection and freedom of information issesin
2008 there were several informative events organisddr different target groups (for
example, IT specialists, internal auditors, employees of educational institutions and
teachers) in order to discuss the issues of personal data protection and freedom of
information.

The informative aitles and comments regarding rae problematic issues were
published both in the national and regional medjanewspapers and magazines, and the
director of DSI provided the intervietw the Radio of Latvia angational televisiorchamels
The consultation by telephone and consultations in the office increased thus providing the
feedback after the information was announced in mass media, especially in those sectors
that are important to every individua] for example, passport copie$he issues regarding
the sending of unsdatited commercial communications were discussed in mass media and
the role of DSI regarding the supervision. On 1 October 2008 the director of DSI Signe
PAYAElL LINIAOALIGSR Fd GKS g2NJAy3 YSSGAy
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elaboration possibilities oSpammersblack list and thus the presentation was provided
regarding the legal aspects of SPAM.

The information on DSI web site was regularhdated with information regarding
the current issues of personal data protectinat only in Latvia but also iBuropeanUnion.

On average there were 5000 visitors to the web site of DSI each month.

In 2008 DSI provided praxis for 3 students who studied jurdgmoe in the
University of Latvia. The interest of students regarding personal data protection issues has
risen over the last years; more students choose to write their study papers on the issues
related to personal data protection. Students were involwedhe work of the Analysis and
Development Division and Registration Division by elaborating the drafts of documents,
drafts of informative materials and provided thewverview regarding some of the

problematic issues.
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13. Supervision offte Freedonof Information Law

Since 2004 DSI is implementing thepervisionof the Freedom of Information Law
according to the Article 19 of the Freedom of Information Law. The purpose of the freedom
of information is to ensure that the society would have acdesthe information that is at
the disposal of those institutions that carry out the functions of state administration and
assignments or to that information that the institution is obliged to elaborate according to
the competence. According to the Articl® paragraph two of the Freedom of Information
Law, by taking into the account the principle of good governance, the institutions upon their
own initiative ensuresthe access to certain type of generally accessible information. The
order on how the instiitions publish the information on the Internet is determined by the
Cabinet of Ministers.

In 2008 DSI participated at the research projesplementedby the Secretariat of
the Minister of Special Assignments of Electronic Government Afejesding there-use of
AYTF2NXI (A 2y Diletti2es2008R8IEC @fKile European Parliament and of the
Council of 17 November 2003 on the-deda S 2 F LJdzot AO &ASOUZRI AY T
Directive 2003/98/EC of the European Parliament and of the Council of 1&nibev 2003
on the reuse of public sector information is implemented by the Chapter Il of the Freedom
of Information Law, based on the cabinet of Ministers regulations of 22 May 2007 N0.338
oOrder on conferring the exclusive rights foruse of informatbn and publication of the
AYTF2NXYIEGA2Y GKFG &dzOK Ns& kaaas theluse Py perSosyor O2 y
legal entities of documents held by public sector bodies, for commercial oicaommercial
purposes other than the initial purpose within tipeiblic task for which the documents were
produced.

DSI participated at theesearchimplemented by the Centre for Public Policy
PROVIDU&garding the access to information that is at the disposal of public institutions
and corruption risks in local gowery Sy ia o0& StlFo6o2NFdAy3a GKS LI
WSLIEZ NI 2y [/ 2NNHzZLIGA2Y YR . ThelpkaQigeNdlocdss 2 Yy  t
information in state institutions was analyzed, including the law enforcement institutions.

The freedom of informatin supervision function was not financed from the state

budget in2008; nevertheless DSI cooperated with the data protection authorities of other
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countries of the European Union by solving different issues related to the freedom of
information. Within the Qperational Strategyof DSI, it is foreseen to elaborate Conception
on the implementation of the Freedom of Information Policy in 2002010, that is
RSGSNY¥AYSR o6& (GKS /I oAyStG 2F aAyAaidSNHE 2NR
the Cabinet of Ministsl 8 2 NRSNJ 2F o WdzyS wnny b2donp a
Administration Policy Development for 208681 msuls point6.2. regarding the project of
conception on freedom of information policy implementation.

In November 2008 DSupported the lette of data protection authority of Slovenia
the president ofCommitteeof Ministersof the Council oEuropeMr. CarlBildt regarding the

support for the Europeanonventionon the publicaccesto documents.
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14. International Activities

Regarding th international cooperation,

in 2008 DSI experts regularly represents
Latvia by participating at the Article 2§
Working Party of the Directive 95/46/EC, at tH

meetings of the Joint Supervisory Body
Europol, Joint Supervisory Authority g

Schengen, Joi Supervisory Authority of

X

Customs, Eurodac supervision coordination group, Ajsp€ommittee of Europol, as well as

at different seminars and conferences in order to implement the personal data protection
and freedom of information in Latvia as well @&fated to the rights of individual regarding
the commercial communications.

In 2008 the important issue was related to transferring of personal data to the third
countries where the personal data protection level does not correspond to the data
protection level in the European Union, therefore the questions related to international
agreements regarding data transfers both regarding commercial needs and regarding the

needs of law enforcement institutions weod great importance.

Article 29 Working Pawt of Directive 95/46/EC

TheAtrticle 29Working Party undebDirective 9846/EC(the text of the Directive can be
found here
- http://eur -lex.europa.eu/LexUriSef_exUriServ.do?uri=CELEX:31995L0046:EN:HTML

was established pursuant to Article 29 of the Directive on the protection of individuals
with regard to the processing of personal data. The Working Party has advisory status and
acts independenyl. The Working Party is composed of a representative of the supervisory
authority or authorities designated by each Member State and of a representative of the
authority or authorities established for the Community institutions and bodies, and of a
representative of the Commission.

Each member of the Working Party is designated by the institution, authority or

authorities which he represents. Where a Member State has designated more than
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one supervisory authority, they shall mimate a joint representative. The same applies
to the authorities established for Community institutions and bodies. Latvia is represented
at the Working Party by the director of DSI and the deputy director of strategic and general
issues.

At this Waking Party, Member States provide regular reports on every country
individually in relation to the administrative practice, examination of practical issues,
most significant court proceedings, cooperation with private companiespecation
with other institutions both at the national and the international level.

The Working Partymakes decisions by a simple majority of the representatives
of the supervisory authorities. The Article 29 Working Partydenssitemsincludedon
its agenda by its chairma either on his own initiative or dhe request of arepresentative
of the supervisory authorities or at the Commission' s request

Tasks of the Article 29 Working group under the Directive 95/46/EC.:

¢ t0 examine any question covering the application of the national measures adopted
under this Directive in order to contribute to the uniform application of such measures;

e to provide the Commission an opinion on the level of protectionthim
Community and in third countries;

e to advise the Commission on any proposed amendment of this Directive, on
any additional or specific measures to safeguard the rights and freedoms of natural
persons with regard to the processing gfersonal data and on any other proposed
Community measures affecting such rights and freedoms;

e to give an opinion on codes of professional conduct of the Community level.

If the Working Party finds that divergences likely to affect the equivalehpeotection for
personswith regard to the processing of personallata in the Community are arising
between the laws or practices of Member States, it shdfirm the European Commission
accordingly. The Working Party mayn its own initiativeg make re&eommendationson all
matters relating to theprotection of persons with regard to the processing of personal data

in the Community. The Working Party’' s opinions and recommendations shall be
forwarded to the Commission and to the committeefereed to in Article 31 of
Directive 95/46/EC. The European Commission shall inform the Working Party of the
action it has taken in response to itsinggns and recommendation$he European
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Commission shall do so in a report whettall alsdoe forwarded tothe European Parliament
and the Council. The report shall be made public.

The Working Party shall draw up an annual report on the situation regarding the
protection of natural persons with regard to theogessing of personal data in the
Community and in third countries, which it shall transmit to the European Commission, the
European Parlment and the CouncilThe report shall be made public.

In 203, Latviaas a fulifledged Member State of # European Union drew up an
informative report.Since 1 May 2004 Latvia participatas a fuifledged member in this
Working Group, by participating at the elaboration of recommendations and opinions, as
well as is involved in the opinion adoption proceBarticipation at this Working Group is
considered as one of the most important international activities of DSI since it provides the
opportunity to ensure the harmonisation of legislation, get the experience exchange with
other countries, and the opinionf Latvia is taken into the account regarding the resolution
of problematic issues regarding personal data protection. DSI implementsed@arches
regarding the situation in Latvia concerning different datatectionissues and provides the
information to the secretariat of the Working PartypSlhas provided its opinion on the
elaborated documents of this Working Party.

The recommendations and guidelines developed by the Article 29 Working Party can
be used in practice not only by personal data suary institutions of the EU but also by
data controllers which operate within the EU. The guidelines mentidradol achieving

more harmonised implementation of Directi®@s/46/EC within the European Union.
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Table 1

Documents adopted byhe Data Protection Working Party in 2068

Documents

Data of
adoption

No.

Opinion 3/2008 of the Article 29 Working Party on the We\idi-Doping
Code draft International Standard for the Protection of Privacy

01.08.2008

WP156

Working Document on Frequently Asked Questions (FAQs) related to
Binding Corporate Rules

24.06.2008

WP 155
rev.04

Working Document Setting up a framework foetstructure of Binding
Corporate Rules

24.06.2008

WP154

Working Document setting up a table with the elements and principle
be found in Binding Corporate Rules

24.06.2008

WP153

Mandate to the Enforcement Subgroup to proceed to the 2nd |
investigation action

17.07.2008

WP152

Opinion 2/2007 on information to passengers about the transfer of
data to US authorities, Adopted on 15 February 2007 and revised
updated on 24 June 2008

24.06.2008

WP151

Opinion 2/2008 on the review of the Direati 2002/58/EC on privacy ar
electronic communications (ePrivacy Directive)

15.05.2008

WP150

Letter to Commission Barrot enclosing the joint comments of the Articl
Working Party and the Working Party on Police and Justice on
Communications fromhe Commission to the European Parliament,
Council, the European Economic and Social Committee and the Com
of Regions, namely
"Preparing the next steps in border management in the European Un
COM (2008) 69 fina
GOELF YAYAY3I (K SEurcpea® IBirder? Survelahce ISyst
09 wh{ ] woE¢ / ha OHNNyo
GwSLR2 NI 2y (GUKS S@lftdz A2y FyR ¥
COM (2008) 67 final.

29.04.2008

WP149

Opinion 1/2008 on data protection issues related to search engines

04.04.2008

WP148

Working Document 1/2008 on the protection of Children's Personal D4

18.02.2008

WP147

Work Programme 2002009, Article 29 Working Party

18.02.2008

WP146

When the Working Group has adopted a document, iDf8frms its employees about

it, by explaining the opinion of the Working Party regarding this document. The employees

of DSluse these documents adopted in tinevork, by consideringthe similar issues on

national level and when interpreting the legal acts. The significant documents are published

on the web page of DSI.

% The texts of the Article 29 Working Party bétDirective 95/46/EC elaborated and adopted documents are published on the web page of

the Commissioithttp://ec.europa.eu/justice _home/fsj/privacy/workinggroup/pdocs/2008 en.htrh
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The important issues considered at the Article 29 Working Party in 2008:
Privag protectionAy G KS TN} YSg2N] 2F (GKS 22NIR !y
Information exchange regardirigsurancethe visa free regime with the U.S.A. (Visa
Waiverprogrammsg;
Personal data processing on social networks;
Investigation activities imember statesegading the EURODAC,;
Cooperation of data protection institutions with OECD;
Children and privacy;

Personal data processing regarding search engines and the services provided by

Google;
Pretrial investigation process and personal data protection;

Current evets related to the SIS Il model implementation of Schengen Information

System;

Processing of personal datathe framework otcredit informationinstitutions;
Transfer of personal data to third countries, including the U.S.A. state institutions;
Passengedata and electronic travelling authorisation system;

IP addresses and the term of personal data within th@ieacy directive;

Priorities regarding unified investigatiog®laboration of the investigation plan;

Evaluation of the documents elaborated hetWorking Party, list of criteria, what
should be taken into account regarding the future work of the Working Party

documents;

51 0F LINPGISOOA2Y AaadzsSa oAGKAY (GKS a{I¥FS
The Federation of European Direct and Interactive Marke{lRDMA) uilCodeof

Conduct

Border control system of the European Union, body scanners, face recognition

methods, etc.;
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- Information exchange system between the institutions that are responsible for

implementation of the consumers rights protection legislation;

- Utilizationof the Passenger data register for law enforcement purpoisegacton
fundamental rights and freedoms, especially regarding the rights of privacy of

passengers;

- Single Euro Payment Ar€aEPA)

DSI evaluated the national legal acts regarding the issbsereed at theWorking
Groupand the exchange with experience has helped to discern the problematic issues and
to carry out activities regarding them on national level at due time. Regarding the
implementation of supervision and regarding the observatibrcamplaints, DSI employees
use theinternational experienceregarding the interpretation of the national legal acts and
regarding their practical application. In 2008 there were significant international issues
concerning the sector of interior, as thesudt ofthat there were meetings with the Ministry
of Interior in order to elaborate the national positions of Latvia. Mainly the issues of bilateral
agreement on personal data transfers were considered as well as multilateral agreements
regarding data trasfer to the U.S.A. in order to ensure the visa free regime. The application
issue of personal data protection principles to the police sector is important in the light of
terrorism prevention.

In order to solve current issues, the Article 29 Working @rbas established sub
groups where the experts from different countries participate and take part in elaboration of
documents in specific areas. In 2008 there were 9@uups operating:

e Children and Privacy;

e Article 29 Working Party Work program for 2008
e Binding Corporate Rules and Safe Harbour;

e PassengebData Register;

e Technology subgroup;

e Pretrial discovery;

¢ Medicaldata;

e FEDMA;

e Enforcement subgroup.
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Considering the financial situation, Latvia could only participate in one meeting of the
sub-group re@rding the Binding Corporat®ules;however it observed the information
elaborated by the subgroups and provided wginions and comments regarding the
elaboratedocuments

Since the Article 29 Workirgarty elaborates annual reportshere the informatia is
summarsed regarding the important ggions and the mairdirections of activities both
concerning the Working Party and regarding the information provided by thenEmber
state data protection authoritiesThe annual reports of the Working Party areailable

here: http://ec.europa.eu/justice_home/fsj/privacy/workinggroup/annual_reports_en.htm.

Subgroup on BindingorporateRules
of Article 29 Working Party of the Directive 95/46/EC

On 9 and 10 June 2008, in France, Paris there was a meeting &utbgroup on
Binding Corporate Rules. The purpose of Hieding corporate rules is to ensure the
protection of personal data that are being sent from tBaropeanUnion member states to
the countries that do not ensure adequate level of personal datdgmtion. BCR determine
the privacy policy of corporationsegarding the transfer of personal data that are being
processed within the European Union.

The following issues were considered during the meeting:

e Theoretical aspects of the binding corporatées)

e The Documents of the Article 29 of Directive 95/46/EC WorRiagy regarding
the binding corporate rules;

e Procedure of coordination of binding corporate rules;

e [Future developments regarding the binding corporate rules.

There was a meeting with theepresentatives of the corporations regarding the
implementation of the binding corporate ruleS'he binding corporate rules are being
elaborated and implemented as data protection institutions received the requests for
transfer of personal data to the thdr countries that do not ensure adequate level of
personal data protectionin order to ensure the observation of the personal data protection
requirements, usually there have been mutual agreements concluded and they were

evaluated by the data protectionughorities. Considering the complicated organisational
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structure of the multinational companies, as well as their operation in different countries,
they expressea desire to adopt the code of conduct (behaviour) regarding the international
personal data ransfer that would be binding to a specific compaAgcording the Article
26.2 of the Directive 95/46/Eese codes of conduct would be approved by the personal
data protection institutionsThus the unified conditions were determined that provide the
explanation to the companies on how to act regarding the personal data transfer to the third
countries by using the Binding Corporate Rules.

The question regarding simplification procedure of Biading Corporate Rules was
considered as on average such gedure mayast for2 ¢ 3 years.The representatives of the
international companies took part in the meeting in order to discuss the problems regarding
the approval procedure of the Binding Corporate Rules and their shared practical problems
regarding theapproval process.

DSI gained significant information once participating at this meeting that has been
useful both when elaborating the Cabinet of Ministers regulations regarding the personal
data transfer to the third countriesvhen considering the applitans of the multinational

companiegegarding the recognition of the Binding Corporate Rules.
The Spring Conferened European Data Protection Authorities

The Spring Conference is to be regarded as the most significant annual event of
the European Data protection Commissioners, which is attended also by representatives
from outside the European Unioin 1993, theSpringConference took place in Paris, when
the decision to organise the conference every year in spring was taken.

On17-19 April 20 the Spring Conference of European Data Protection Authorities
was organised by thialian Data Protection Authorith y w2 Y Sz LGl t& FyR A
I NE GKS LISNRLISOGADGSaE 2F LINAGEO& FyR aSOdzNA i

At the conference special attention waaig to the following issues:

e Future perspectives of the European Union security policy;

e Utilisation of the commercial information regarding the work of the law

enforcement institutions;

e Privacy and new technologies

e {20ASG2Qa 2LIAYA2yiewksBhAdoN@sA Y3 LINK G O | yF
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e Adopted declarations.

Terrorism is thehreat nowadays both to the political foundation of the EU policy and
regarding the daily life of each individualhe plans of the EU regarding the security
activities also in the future are reladeto the terrorism preventiorand detection therefore
the information exchange is meaningful regarding the cooperation of law enforcement
institutions, and essential role is assigned to the establishment of the EU PNR régime.
order to achieve this purpe it is foreseen that the law enforcement institution will be able
to access the VISA information system, as well as the Eurodac information system. Regarding
this issue a new EU border management system will be introduced. The main goal of the EU
is to ensure adequate balance between the security of individuals in the EU and
implementation of the fundamental human rights, including the right to privacy and data
protection.

Regarding the new technologies the internet takes up a more essential role in the
daily life of individuals, that ensures the mobility of actions not merely regarding the
business or work activities but also outside those. Because of the openness of the Internet
there have been several infringements that have atsgnificant impact¢ unsolicted
commercial communications, spread of viruses (for example, Trojan Horse) that control
other computers, etc. The society is resareof the data protection risks regarding the new
technologies.

There were two declarations adopted at the confece:

- Declaration on the approval of the data protection authority of Croatia as official

member of the Spring conference of the European Data Prote@mmnmissioners

- Declarationon further active involvement of data protection authorities regarding
the negotiations with the European Commissionon the current personal data
protection issues.
Regarding the issues considered at the Conference, DSI gained valuable experience
and exchanged the opinions regarding the access of law enforcement institutions ttata
that initially are collected and stored for different purposés.the daily life DSI has to
consider the questions related to the issues of new technologied personal data
protection therefore the input from the experts of other countries instfarea is significant.
Essential are also those cases when personal data protection breach is related to the
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internet, what are the investigation opportunities and applicable methods, as welhasis

legally liableg identification of thecontrollers.

Meeting of the Central and Eastern European Data Protection
Commissioners (Poland)

In 2008 the10" meeting of the Central and Eastern Europeérereinafter ¢ CEIE
Data ProtectionCommissionersaok place in Poland, Cazimir Dolny fron3 Jdune. Since
2001 the CEE meetings are organised annually. The objective of these meetings was to
exchange with the most current information as to personal data protection among the
Central and Eastern European data protection authorities and to find practical sslutio
for various personal data protection problems. The most important aspect of the
above mentionedmeetings is to solve problems that are characteristic of the new
Member Statef the EUand the candidate countries in order to ensure astequate level
of personal data protection.

Since the extension of the EU on 1 May 2004, Commissioners of data
protection authorities decided to continue the cooperation and organise annual
meetings, the purposéo find practical soitions for the implementation of Directive
95/46/EC and toassist the Central and Eastern Eurapedata protection authorities in
solving practical issues.

During the meeting the following issues were discussed:

e Evaluation of the cooperation betweetne commissioners of the Central and

Eastern Europe data protection authorities;
e Current issues related to the personal data protection;
e Protection of children on the internet;
e The impact of the Schengen area enlargement regarding the Central and Eastern
Europe countries;

¢ Qualification of data protection officers, assignments and competence;

e Declaration on continuation of the cooperation and on participation at the
European Union institutions.

At this meeting DSI experts presented the implementation of peesonal data

LINE G SOGAZY 2FFAOSNRA AyadAaddziazy Ay [FG@AL
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Eastern Europe highly evaluated the information provided and sharing of experience since

up to now the institute of personal data protection spdigts has been embodied mainly in

0KS W2f{RQ YSYO6SNI aidlidiSaoe ! LRy (GKS NBIljdzSal
elaborated informative material regarding the establishment of the personal data protection
officer in Latvia and it was sent out to the p@ipants of ths meeting A significant
information exchange andxperiencewas gained regarding thiespectionactivities carried

out concerning the Schengdnformation System since several countries of the Central and
EasternEuropeat the same timegined the Schengen areand introduced he Schengen
information system and carried out the inspection activities. It is important thus to provide

the support to those countries of the Central and Eastéunopethat will join the Schengen

Information Systen.
The Conference of Joint Supervisory Body of Europol

On 9 October 2008 in Brussels, Belgium there was a Conference of Joint Supervisory
Body of Europol (hereinaftey JSBE) organisedd 2 K+ & gAf f G KS ¥ dzi dzNB
challenge of maintaigid SF¥FFSOGABS RI G LIN2EGSOGAZ2Y &
representatives of Europol, Europed@ommission European Parliament and the Joint
Supervisory Body of Europol took part at this conference.

The following issues were considered at the conference:

- Achievements of the JSBE, its mission and challerigesiears ago the Europol
Convention was reviewed and up to now there has been a successful cooperation
between the JSBE and Europol. As the result of that it has been possible to ensure
the rights of the natural persons regarding the protection of their data. The mission
of the JSBE is to review independently, in accordance with the Europol Convention,
the activities of Europol in order to ensure that the rights of the concerned
individuals are not viotad by the storage, processing and utilization of the data held
by Europol. In addition, the JSBE monitors the permissibility of the transmission of
data originating from Europol. There is also an Appeals Committee established
whose assignment is to codsir the appeals regarding the Europol decisiby using

all the appropriate means.
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- How to find a proper balance between the fight against terrorism and the
fundamental human rights? Data protection authorities have to invest more work
regarding theresearch on technical issues in order to prevent the crime and have to
evaluate how the operation of Europol will look like in the future and how it will
affect the personal data protection. Currently the most essentislcussionsare
related to the amount of dta that is necessary for the consideration of each specific

case and tome period of data storage.

- 9 dzNR LRt Qa c¢inéwaahdarytheSufuie AEuropol is authorised to prevent all
types of international crimes that are mentioned in the appendix of theopgol
Convention. Europol supports the activities of law enforcement institutions of the
national member statesmainly regarding the drug smuggling, illegal immigration,
terrorism, money laundering and forgery of other means of payment, human
trafficking including the children pornography, illegal trade of vehicles, and

legalisation of illegally obtained means.

- Information exchange between the law enforcement institutions in future within the
EU. The discussions regarding the | andPillar issues are ital, as well as those
discussions concerning the future supervision activities, by evaluating an option to
establish a unified supervision institution regarding Europol, Schengen and Customs
information systems regarding the point of view of personal gatzection.

In 2008 a special attention has been paid to the personal data protectigarding
terrorism and crime prevention purposeBuring the conference the issues regardihg
proper balance between thandividual® rights to the personal data giection and

insuranceof the national security weremphasised

Joint Supervisory Body of Europol

The establishment of Europol was approved on 7 February 1992 by the
Maastricht Agreement. Europowith the Headquarters in Hague, thWethedands,
commenced restricted operations in combating drugs on Januard9384 as the Europol
Drugs Unit (EDU). Gradually, other significant spheregiofe were addedo its scope of

competence. Since January 1, 2002, the range of tasks of Europbleémasexpanded in
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order to combat serious forms of international crime as set out in the Europol
Convention and the Annex thereto (unlawful drug trafficking, unlawful immigration
networks, illegal trade in vehicles, trafficking in deppincluding child pornography,
forgery of money (euro) and other means of payment, money laundry).

The cooperation ago solving theissuesmentioned involvesalso the information
exchange with personal data and sensitive personal daterefore, he EuropolConvention
includedprovisions on personal data protection. @osure that thepersonal data protection
principles are complied with in the work of Europol, tdeint Supervisory Bod{an
independent body) was established

The Joint SupervispiBody of Europol controls the use and contents of all the personal
data held by Europol, and it has the right to carry out audits within Europol. Latvia became
a fullledged member of this authority in September 2004, and it is represented b
the Director of the DSI. Meetings of the Joint Supervisory Body are held not less than four
times per year. Once every two years the JSBE elaborapest on the implemented
activities and it is available dnitp://europoljsb.consilium.europa.eu/defult.asp?lang=EN.

In 2008 all the meetings of the JSBE took place in Brussels, Belgium. At the meetings
there were current issues indicated regarding the institutional status of Europol in the EU
when it will continue to operate based of the Europol Cortimn Issues regarding the
Checkthe Web and OASIS projects were considered. OASIS project is related to the Europol
Analytic System. OASIS project foreseese effectve intellectualanalysis banalytical files,
to improve the data control regarding thpersonal data processing and more effective
identification of improper data and itdeletion. On March 2008 thergvas an investigation
launched how &ropol has implemented the recommendations of JSBE. Analytical work files
were also checked and it was @lslarified how an individual can access his data.

Regarding the project SIENA it is foreseen to have an esséumtieiion - cross
checking.The issue regarding dzZNR LJ2 f Q&4 F ANBSYSyia aswelkasLy (S
regarding other agreementwhen the information from analytic work files is transferred to
third persons.There were also reports elaborated regarding the issues of personal data
protection in Russia and Israel with whom Europol has a strategic agreement regarding data

exchange within thé&uropol information system.
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Besides that the issue regarding td&BE procedural rules was considered and the
guestion concerning the JSBEBniversaryConferencehat took place on 9 October 2008.

In 2008 DSI carried out an investigation in the natiamat of Europolof State Police
regarding datadeletion from the Europol information system and regarding the legal base
for entering specific alerts in the system. Participatadrine JSBE is ensured by DSI and thus
the information regarding the legal pscts especiallyregarding data transfer to the

competent institutions of other countries is ensured.
Joint Supervisory Body for the Customs Information System

The Joint Supervisory Body for the Customs Information System is an
independent autority, which supervises the Customs Information System of the European
Union.

The objective of the Customs Information System is to facilitate and expedite
the information exchange among cooperation authorities. The system containstral ce
database, access to which is given only to the EU Member States and the European
Commission. The database contains only data (including personal) that are required for the
implementation of customselated regulations. The persondhta that can be stored in
this system for the said purpose have been clearly specified. The principles of personal
data protection are binding to the said storage and processing of data.

National data protection authorities of Member States halre supervision over the
Customs Information System ensuring that the use and processing of personal data entered
therein would not infringe the right of the data subjects to personal data protection. To fulfil
this task, national supervisory bodies o&tlIS cooperate.

Themeetings of theJoint Supervisory Body for the Customs Information Sys$édum
place not lessthan 4 times per year. In 2008 the issues regarding the customs file
identification data base (FIDE) were reviewed. It is used in ordendore the mutual
cooperation between the national institutions. The question regarding self evaluations pilot
project was discussed regarding the security on national CIS level, also the report on the

security issues regarding CIS and the inspection aDIb&F office.
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Joint Supervisory Body for the Schengen Information System

The Joint Supervisory Body for the Schengen Information System is an
independent body, with its Headquarters in Brussels, Belgium, and it is composed of
representatives of the national data protection authorities as stipulated in the
Convention on the Implementation of the Schengen Treaty (hereir@after Schengen
Convention).

The Joint Supervisory Body has dealt with many significant matadsin some cases
a decision has been taken, as stipulated by the Schengen Conventian stress the
required information in the management of the Schengen Information System and/or
point out shortcomings.

The Joint Supervisory Body has @drout a number of control measures in the central
technical support unit of the SIS in Strasbourg, and it has pointed out that the system work is
appropriate, at the same time a number of problems were pointed out.

Since 2003 DSI participated at tmeeetings of this supervisoryinstitution as the
observer, until Latvia, Estonia, LithuanazechRepublic, Poland, Hungary, Slovenia and
Slovakiajoined the Schengen area countries. Fraimt time on Latvia is a fufledged
member of Joint Supervisory Authiyriof Schengen.

The SIS has existed as a mechanism that provided information to the member states of
the Schengen Convention. The information is related to the movement of persons and
goods; also the information required to ensure the cooperation of poaathorities was
provided to serve the purposes set out in the Schengen Convention following the
cancellation of borders. As the European Union has expanded, the development of a new
Schengen Information System is being discussed.

The JSA of Schengenshissmeeting timesper year. In 2008 the following issues have
been considered at the meetings: investigations carried out regarding the Article 96, Article
97 and Article 98 at the national SIS units, and also the dpafonregarding the Article 99
of the Schengen Convention. The report on #mivities of the JSA of Schengen has also
been discussed, as well as the proposal regarding the Council draft decision regarding data
transfer from SIS | to SIS Il and regarding the application of Article®7%n)d 98 of the

Schengn Convention in Latvia, aftern@ds the report was elaborated for the JSA of
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EURODAC System Supervisgnoup

The system for comparing the fingerprints of asylum seekers and illegal immigrants
(hereinafter ¢ EURODAC) is @hEuropean fingerprint data base that has been especially
elaborated for the identification of the asylum seekers. Automated finger print identification
system is the first such system in the European Union and it operates since 1 January 2003.
The purposeof EURODAC is facilitate the application procedure of the asylum seeker, by
sending the asylum seeker to the country where he/ she should go, as well as it excludes the
possibilities to submit the unfair application to another member state in case ortbeof
countries has rejected the application for asylum seeking.

In 2004 Latvia started to use the EURODAC system in order to implemeGotheil
Regulation (EC) N&43/2003establishing the criteria and mechanisms for determining the
Member State responsible for examining an asylum application lodged in one of the
Member States by a thirdountry national. The central data base of EURODAC is located at
Luxemburg Latvia has 8 connection points (at the units of @#ice of Citizenship and
Migration Affairsand State Border Guard) where it is possible to enter data into the
EURODAC system thatsemes the identification of the asylum seeker. In order to ensure
and coordinate the approach to the supervision of data protectite European Data
Protection Supervisor and the national data protection authorities meet regularly in order to
discuss theommon problems that are related to the utilisation of the EURODAC system.

The EURODASLipervisionmeetings take place several times per year. In 2008 the
representatives of DSI also participated at these meetings. The following questions were
observedq access of the lavenforcementinstitutions to the EURODAC system, current
issues regarding the national inspections of the EURODAC system, information of the asylum
seekers regarding their personal data processing, regarding the minors as asylum seekers
and their authorised guardians. Regarding the access of the law enforcement institutions to
the Eurodac data baseit is necessary to change the purpose of the EURODAC system and
to determine the specific cases when the law enforcement institutions woalc the rights
of access to the EURODAC system. The question of data deletion form the EURODAC system
and the question on the access to the information regarding the personal data at this system

should also be revaluated. Information on theactivities regarding the EURODAC
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supervision and the activity reports are available on the web site of the European Data
Protection Supervisohttp://www.edps.europa.eu/EDPSWEB/edps/lang/en/pid/79

DSI carried out an investigation at the national unit of the EURODAC sy<iéaie
Border Guard; regarding the information on the purpose of the personal data processing
and the rights of the asylum seekers, ad regarding the data processing of mihers. T
answers were sent to the office of the European Data Protection Supervisor whose
secretariat coordinates data protection supervision regarding the EURODAC system based
on the information submitted by the member states and will elaborate the proposals

regarding the personal data protection issues.

The Consultative Committee of the Convention for the Protection of Individuals with regard
to Automatic Processing of Personal Data

On 1516 March 2008 in Strasburg, France the 23 plenary session @dhsitative
Committee of the Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data (hereinaffdrPD) took place.

Pursuant to the Law on the European Council Convention for the Protection of
Individuals with regat to Automatic Processing of Personal Data of 5 April 2001, Latvia has
ratified European Council Convention No. 108 of 28 January 1981. In accordance with Article
18 of the Convention, a Consultative CommitteeP(d) shall be set up after the entry into
force of the convention; Each Party appoints a representative to the committee. The
Convention entered into force on October 1, 1985, and regular meetings of the Consultative
Committee have taken place since that datebbtween the meetings, working groujus
the Committee have held meetings with the purpose to assess the priority issues raised by
the T-PD.

Pursuant to the decision of 2003 on the necessity to consolidate the activities of the
European Council with regard to data protection in order towrasgreater efficiency, the
data protecton committees were restructwd upon agreement with th&/orking Group of
the Consultative Committee of the Convention for the Protection of Individuals with regard
to Automatic Processing of Personal Data to devedlop T-PD as a joint data protection
committee. Therefore, the -PD meeting in 2004 was the first meeting the documents
examined and approved by which were not to be dealt with by meetings of the European
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Council Data protection Projects Group, to whiclperts were invited from all European
Council Member States, including those which had not signed or ratified the Convention. At
the same time, within the European Council, Bureau of the Consultative Committee of the
Convention for the Protection of Indiwidls with regard to Automatic Processing of Personal
Data, TPDBUR, was established, and its task is to prepare draft documents for examination
by annual meetings of the-FD.
The issues discussed at the meeting-6f00'in 2008:
e Proposal for the amendmeés to the internal rules of the Consultative
Committee
e Data protection as one of theindamentalrights;
e Applicationof the Convention 108 to the mechanisms of profil;glementsof
profiling;
e The draft of the list of criteria that the dataupervisioninstitutions should
comply with;
¢ The model of selévaluation of the newnemberstates;
e Summary of the Spring Conference in Cyprus survey results;
e The main characteristics of the data supervision institutions and the
establishment procedure of such institons;
e Proposals regarding the Data Protection Standard of the World Antidoping
Agency;
e Data Protection Day 2008.
Latvia informed the “PD regarding thepilot project implemented in schols

regarding the personal data processing.
Case Handling Workshop

In 1999, in Helsinki, the annual Spring Conference of European Data Protection
Authorities took place; the conference adopted the decision to organise a seminar at which
the case handling practice of European data protection authorities would be compEned.
said principle of closer cooperation among European supervisory authorities of personal

data protection arises from Article 28 (6) of Directive 95/46/EC, which stipulates the
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cooperation among the said authorities to perform their duties. In 2000Stoackholm,
Sweden, the 1st Complaint Handling Seminar, which is organised two times a year, took
place; the seminar is attended by those officials of data protection authorities who are
dealing withcomplaints and draw up draft decisions on complaintstht seminars, the
attendants exchange information on complaint handling in every particular sphere. The
seminar has an informative status and a report on the seminar is presented at the annual
spring conference of European data protection authorities.

Casehandling workshop takes pace twice a yeain 2008 these workshops were
organised by the data protection authorities of Slovenia and Slovakia. At the workshop in
Slovenia the representatives of DSI took part. The main topic of this workshop was related t
the personal data protection on the internet, kpayingthe attention both to the social
networks and to the publications on the internet, and to the processing of biometric
personal data by considering the experience of different countréggmrdingthe biometric
personal data processing in different areas of life. The somé&ymation projectswvere also
presentedregarding different data protection issues.

The essential benefit from participation at these workshops is the experience
exchange regardg the complaints handlingegardingthe application of the legal acts and
their interpretation. One of the topics at this meeting that was related to the video
surveillance encouraged the experts of DSI to organise an internal seminar for lawyers of the
office where it was discussed about the legal side of the videoveillance and the
interpretation of the legal acts regarding the videwoirveillance.DSlalso elaborated a
recommendationd 5 F G t NB OS & & AVid8o siNusiahcBR AlyK3 G (0 KENE O A R
explanation regarding the personal data processiagcording to the Personal Data
Protection Law when implementing thedeosurveillance

The experts of DSI who participated at the case handling workshop after the meeting
introduced the colleagues witlihe experience of other countries regarding the case
handling and it has been useful regarding the infringemawriated to data processing
regarding thecredit histories, videosurveillance and data protections breaches on the
internet. DSI experts consa it very essential to get the concentrated information and have

the experience exchange on the practical issues of case handling, as well as it provided the
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opportunitiesto ask questions regarding thgroblematicissues and to get thenmediate
feedback

Anti-SPAM Summit and Conference in Germany

The representatives of DSI at the end of 2008 participated at the 6th Antispam
conference which took place iWViesbaden Germany and was an essential source of
information for DSI experts regarding the pestion of sending the unsolieid commercial
communications. Since 1 July 2007 DSI considers the complaints regarding the violation of
the prohibition to send the unsolitdd commercial communications and tmeimber of the
complairts has increased. Furthermomne of the reasons in Latvia and in other countries
why it is not possible to prevent the sending of these communications is related with the
problem of the identification of the guilty persons.

Theexpertsfrom different muntriesworldwide represeried the current issues related
to the prevention ofunsolicted commercial communications or SPAM regarding personal
data protection, as well as there was a discussion on new the new legal and technological
tendencies regarding sending the SPAM (considebinty the SPAM by usinmternet and
telecommunications, and other electroniceans in order to send unsolied commercial
communications - that is sending the unsoliteid commercial communications as
determined by the Information Society Services Law)thedight against it.

The information obtainedat this conference approved the cognition of DIS that the
major problem regarding findingut such violations and penalizing tlgeiilty person is the
identification of the guilty person that is not always misle on the internet environment.
Considering the above mentioned)Sl is convinced that in order to implement the
obligations determined by the Article 12 of the Information Society Services Law and Articles
236'%and 204° of the Code of Administrativ¥iolations of Latvia, that is the identification of
the unsolicitedcommercial communications sender, it is essential to obtain the retention
data determined in the Electronic Communications Law from the electronic service
providers.

The role of the intemational cooperation was emphasised several times at the
conference, considering the fact that regarding the electronic communications sector there

are no boundaries. And in turn considering thathnologiesare constantly changing, it is
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very essentiald provide continuous training, improvement of knowledge to those persons

that are involved in the supervision of the electronic communications sector.

¢CNFyaragazy CIF OA ﬂnﬁpib\éa,mmté)ﬁcijﬂlhtiyfga Praceéé®ng 800l &
Safekeepingof Immigm A 2y /I aS CAf Sa¢

DSI representatives partiamped at the Greek ¢ Latvian Twinning project
GLYLINROGSYSYy (G 2F [/ ANDdz I GAy3aE t NRPOSaziy3 |y
purpose was to evaluate the data protection regarding the processing of iratiug
Population Rgister documents and the safeguarding of these documents at the Office of
Citizenship and Migration Affairs of Latvia. The project was launched at the end of 2007 and
during one year there were different activities implemented that weeéated to the legal
and technical activities regarding data protection in the Office of Citizenship and Migration
Affairsrelated to the Immigration case files.

Theexpertsfrom the Greek data protection authority carried out the data protection
evaluaton in the Population B3A 4G SNE o6& S@lFftdz dAy3a (GKS Lk
password setup and administration policy, taking of backup copies and their storage, and
physical security activities regarding the server protectidere was also a semina
organised where the expert of DSI introduced the employees of the Office of Citizenship and
Migration Affairsand the Greekcolleagueswith the legal issues related to the personal data
protectionin Latvia, as well as about the current issues relatedesonal data protection
and the establishment of the institution of personal data protection officers.

In order to get introduced to the épulation Register system of Denmark and the
access to thdPopulation Register, the requirements and principles @data protection, the
representative of DSI participated at the study visit in Denmark, Copenhagen. During this
visit there was a meeting organised with the representatives of Immigration Department of
Denmark and the representatives of the data protectiauthority of Denmark. DSI expert
and the employees of the Office of Citizenship and Migration Affairs gained useful
information regarding the system procedur@sd also obtained the information on the
access rights of different institutionsgntrepreneurs and individualsto the data of
Population register in Denmark and regarding the physical and logical means of protection

that are used in order to ensure the maintenance of the data base. Danislcolleagues
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provided substantial information on the isssi@elated to the maintenance of the asylum
seekersdata base and the specific issues related toRiegarding the study visit to the
personal data protection authority in Denmark, DSI representative gained information on
different control mechanism that duces the administrative burden of the supervision
institution and also regarding the current personal data protection issues, problems and
infringements. At the final stage of this project there was a report elaborated and the
activities identified reganeg thedata protection improvements (see the information on the
project- http://www.pmlp.gov.Iv/lv/par_pmlp/projekti/drosibas.html).

Considering all the information gathered, DSI launched an investigation at the Office
of Citizenship and Migration Affairegarding the concluded contracts for the access to data
of Population Register and DSI evaluates the legal grounds for the institutions to get the

access to the specific data categories, as well as the legal aspects of these agreements.
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15. Budget am Its Disposition

Il OO2NRAY3I (G2 GKS ftltg a[leg 2y {41 0GS . dzR3:
GAUKAY GKS aAyAadaNR 2F WdzaiAO0S 0dzRISG LINE 3
allocated financial meanthat in comparisonto 2007 were decrease for 49345 Ls, DSI
ensured the implementation of its functiometermine by the Personal Data Protectibaw,
Electronic Documents Law, Freedom of Information Law, Information Society Services Law
and Electronic Communications Law.

DSI has two source$ mcome:

e Subsidy from general income;
e Paid services and other séticome.
The summarizatiorf the expenditures and accomplishment of the indicators in 2008 and

their comparisonwith the previous year in Table 2.

Table 2
Use of the State Budget Finangjr{lats)

Year of Account
_ _ Previous year
No. Financiameans _ Approved by
(actualspending Actualspending
law
1. [Financial resources for covering 501470 535947 511457
the expensegtotal)
1.1.|Subsidy from general income 500695 503552 503552
1.2.{Income from paid services and 775 32395 7905
other seltincome
2. HExpense@otal) 500824 535947 511438
2.1.[Maintenance expensgsotal) 369586 384973 363326
Othermaintenanceexpenses 124330 143054 140192
2.1.2
2.2.|[Expenses for capitalvestments 6908 7920 7920
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16. Edification of the Personnel and Capacity Building

The implementation of DSI functions major part has beerdependant on the
employees, their initiative and desire to carry out their assignments most conscientitusly
2008 the Head of the Supervision Divisiof I YA i | ¢ @dei@adl & diploma of
honour of the Ministry of Justice regarding the exemplary work and unselfish
accomplishmenbf functions, as well as creative approach regarding the wouk the work
of 5{L OlFyQl 0SS AYIl 3AySdfthat ensuKeRhdzdailydwrs at th&k Y A y A
office as well

DSI regularly evaluates the employees by evaluating the individual achievements in the
professional sphere and within the limits ensathe training with the purpose to improve
the quality of the services provided by DI&I2008 DSI continued to foster timprovement
of knowledge and capacity buildirgf the employees beingware that an employee who
improves his/ her skilimprovesalso the work © the institution in general. In 2008 there
were internal seminars organised and DSI representatives participated also at the seminars
organised by different institutions regarding the competence of DSI.

To carry out DSI functions there were 25 staff umit2008, 14 of those were civil
senants and 11 employees. On average the staff was completed for 92%, more than 12% of
the employees have worked in DSI for more than 3 years. In turn 75% of the heads of the
unit havemade their carrier in DSI. On averabere were 17 women and 8 men employed.

Classification of individuals regarding their age:

20- 25yearscg 7 employees
26 ¢ 30yearscg 9 employees
31¢40yearsg 6 employees
41 ¢ 60yearsg 2 employees

In comparison to 2007, the average age of OB8pleyee has beeronsistent¢ on
average 30 years. The number of employees in the age group from 31 to 40 years has
decreased (see the comparative chart 1 bellow) and the number of employees at the age

group from 20 to 25 has increased.
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The specifics of DSI work are related to the complexity of personal data protection
since personal data are in every sector therefore it is not possible to professionally develop
oneself in a specific sector. There are also other spheres in the competence @frB&iom
of information, electronic communicatic and supervision of unsotied commercial
communicationg; that are specific and require specialization that is not alwayssible due
to the small number of the employee$he university degree had 80% of the employees of
DSIF YR Y I & i ScNR%, 16%SoBthNIR@ployees continued their stud2S!| supports
the studies of itsemployeesand is oriented towards developmerdnd achievements
regarding the human resource development.
Since 2004 DSI has offered tbpportunity for students to have their praxis the
office of DSkthat is a positive aspect as it offers the opportunity for students to improve
their skills and o allows the employees of DSI to look at the issues of data protection and
freedom of information from another perspective. In 2008 three students of the University
of Latvia, Faculty of Law have their praxis in DSI.
The employees of DSI are motivatedimprove their knowledge, by considering the
knowledge obtained, the educational background of the employee and the necessary
additional knowledge regarding thearryingout of the specific functions. DSI also organised

internal seminars on the legalsises of personal data protection, on the work with clients,
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and also a seminar regarding the corruption preventidime employees of DSI have
indicated that the organisation of such seminars is useful therefore such an approach will be
continued also in 209.

58 % of the employees of DSI attended seminars or participated in training programs,
29 % studied, including the doctoral studies, 12 % of DSI employees delivered a lecture on
the issues of personal data protection and freedom of information. In ZD88 employees
LI NHAOALIF GSR G GKS T OA mprovémentIDERGirdNdatig, ¢ & A
t N2OSaaAiy3a FyR { I FS1 SSLAwasa LatFaq Gréek kappedatioh 2 Yy /
project and its purpose was to its purpose was to evaluate the gedtection regarding the
processing of immigration register documents and the safeguarding of these documents at
the Office of Citizenship and Migration Affairs of Latvia.

The following courses were attended by D&hployeesin 2008 at the State
Administation School: Administrative Process in Institutions; Law on Petitions and Access to
Information; Application of the Administrative Procedures Norms; Documentatsmarding
Administrative Violations; Actions to be Taken arictemporary Protection Mean@ the
Administrative Process; Freedom of Information Law; Protection of the State Secret in
Institutions; State Administration System; Audit of the Persdviahagement The Internal
Legal Acts regarding the Budget Planning in the Public Sector; Basics lofaitmeation
System Security; Typical Mistakes regarding the Documentation. How to Solve;them?
English and French language courses.Jdmardo da Vinci project elaboration seminar was
also attended and a seminar on specific issues of the Lisbon Treaty.

16 of DSI employees patrticipated at the seminars and confesealoroad in order to
broaden their knowledge and to get the experience exchasgece 2006 DSI has introduced
the mentoring in order to involve the new employe@s the collective¢ the more
experienced employees help their newolleaguesby advising them and by sharing
experience. The experience shows that such an approach motivates themeloyeesto
carry out their job assignments and to fit in the work environment and that in turnt&teid

more effective implementation of DSI functions.
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Structural Scheme of DSI and Staff Units

Data State Inspectorate
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16. Main Tasks and Planned Activities for 2009

Main spheres of activity of DSI for the nearest future:

1. To establish DSI as imdependent institution;

2. To ensure theffectivenesof personal data protection supervision;

3. To carry out the informative aretlificationl OG A GAGASA Ay 2NRSNJ i
perception regarding the issues of personal data protection.

4. To elaborate the recommendation regarding personal data protection according to
the Recommendation Elaboration Plan regarding the Personal Data Protection Issues for
2008 2010.

Main Tasks to Be Carried out in 2009:

1) To continue to reorganise DSI asiadependent institutiong to continue forwarding
the draft Law of DSI;

2) To elaborate the Action Plan for further actions to be takdter the draft law of DSI
would be adopted;

3) To elaborate recommendation regarding the Personal Data Protection Issudas and
align it with the Ministry of Justice:

e Transfer of Personal Data to Third Countries that Do not Ensure Adequate
Data Protection Level;

4) To determine the risk areas regarding personal data protection where the prior

checking should be carried out;

5) To imgement the DSI strategy by ensuring an effective operation of DSI.
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